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Introduction 
This document provides a set of best practices for memory management in applications for the BlackBerry® 
Wireless Handheld. These best practices include tools, tips and other ideas for managing critical handheld 
resources and minimizing memory usage. 

Key resources to conserve 
The following resources must be managed by applications from a memory perspective: 

• Flash memory: This term refers to the raw persistent storage space that is available on each handheld. Each 
handheld has a fixed amount of flash memory, typically in the range of 8 MB to 32 MB. 

• Persistent object handles: This term refers to the handle that is assigned to each persistent object in the 
system. These handles are only consumed by persistent objects. The fixed number of persistent object 
handles in the system is determined by the amount of flash memory. See BlackBerry handheld resources on 
page 1 for more information. 

• Object handles: This term refers to the handle that is assigned to each object and array of primitives in the 
system. By default, each instance of a java.lang.Object class has an object handle associated with it. 
The fixed number of object handles in the system is determined by the amount of flash memory. See 
BlackBerry handheld resources on page 1 for more information. 

Note: A persistent object consumes a persistent object handle and an object handle. A transient object only 
consumes an object handle. 

BlackBerry handheld resources 

Flash memory Persistent object handles Object handles 

8 MB 12,000 24,000 

16 MB 27,000 56,000 

32 MB 65,000 132,000 

By effectively managing these resources, applications can provide a full set of features without adversely 
affecting the user experience.  

Conserving resources 

Reduce the number of objects 

By reducing the number of objects that are used in an application, developers can directly affect each of the 
three key resources. 

The BlackBerry Java Development Environment (JDE) provides the Objects Window tool to assist developers with 
the task of reducing the number of objects. 

The Objects Window displays all the objects that currently exist in the system.  

To reduce the number of objects your application creates, complete the following steps: 

1. Place two breakpoints in the code surrounding an area of high object creation. 

2. Run the application to the first breakpoint. 

3. Open the Objects Window and click Snapshot. 
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4.  Run the application to the second breakpoint.  

5. Open the Objects Window.  

6. Click Compare to Snapshot.  

The Objects Window displays the objects that were created between the two breakpoints. Using this data, a 
developer can determine which objects were necessary and which objects could be removed or combined. See 
the IDE Online Help for more information. 

Data structure selection 

For applications that store data using the BlackBerry persistent store mechanism, data structure selection is 
important. The data structure defines how many object handles and how much flash memory is consumed. 
Improper data structure selection can consume several different key resources without improving application 
functionality or user experience. 

The data structure should consist of the minimum possible number of objects, especially when using high level 
objects like Vectors and Hashtables. These classes provide significant functionality but are not efficient 
storage mechanisms and should be avoided in the persistent store if possible. 

Primitives should be used instead of objects when possible because they reduce the number of object handles 
that are consumed on the handheld. Note that an array of primitives is an object and consumes an object 
handle.  

String objects are no longer less efficient than byte arrays. A String object only consumes one object handle 
and is equivalent if all of the characters can be stored as a byte or, in other words, the value of each character is 
less than or equal to 0xFF. If characters cannot be stored as a byte, storing a String is equivalent to storing a 
char array. 

Object groups 

One of the most common errors encountered by application developers is an exhaustion of persistent object 
handles. As mentioned previously, the fixed number of persistent object handles in the system is determined by 
the amount of flash memory on the handheld. Depending on the data structure selection, the number of 
persistent object handles can be quickly exhausted by stored records. 

Consider a record that contains 10 String fields that represents such items as name, phone number, and 
address. This record consumes 11 persistent object handles–one for the record object and one for each string. If 
3000 records are persisted that will consume 33,000 persistent object handles, which exceeds the current 
number of persistent object handles on a 16 MB handheld. 

In version 4.0 of the BlackBerry Handheld Software, Research In Motion (RIM) has exposed an API that provides 
the capability of object grouping. Using the net.rim.device.api.system.ObjectGroup class, 
developers can consolidate the object handles for an object into one group. Using the example in the previous 
paragraph, if you group the record you will only use one object handle for the record instead of 11. The object 
handles for the String fields would be consolidated under the record object handle.  

However, when an object is grouped, it is read-only. You must ungroup the object before making any changes. 
After the changes are complete, regroup the object using the normal group method. If you attempt to modify a 
grouped object without first ungrouping it, an ObjectGroupReadOnlyException is thrown. 

Note: A performance penalty occurs when an object is ungrouped. The system creates a copy of the grouped 
object and allocates handles to each of the objects inside that group. Therefore, objects should only be 
ungrouped when necessary. 

Common exceptions and errors 
This section describes some common errors and exceptions that occur when a handheld is suffering from low 
memory conditions.  
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JVM 531 

The JVM Error 531 indicates that the system has run out of at least one critical resource, such as flash memory, 
persistent object handles, or object handles. Usually, this error occurs when the number of object handles or the 
flash memory is exhausted. 

The best way to determine which resource has been exhausted is to use the MemoryStats class during the 
execution of the LowMemoryListener. When the LowMemoryListener is invoked, your application can 
retrieve the memory statistics and log them. Using this information you can determine which critical resource is 
exhausted. 

This error stops the system and a reset is required. Also, this error cannot be handled programmatically and 
typically occurs during a lower level system operation that requires one of the critical resources. For example, a 
commit operation on a PersistentStore can cause this error when there is not enough flash memory 
available on the handheld. 

OutOfMemoryError 

This error occurs when the VM cannot allocate any memory for a requested operation. This error typically occurs 
when an application asks for a String or other type of Object to be created by the system. If the VM cannot 
allocate the necessary space for this Object, it throws an OutOfMemory error. 

This error differs from the JVM 531 error in that an OutOfMemoryError is recoverable; however, your program 
crashes unless you explicitly catch the error.  

Note: The OutOfMemoryError error typically occurs in your application code as opposed to during a lower 
level system operation. 

Troubleshooting tips 
Two common situations occur when the handheld experiences serious memory issues. The most common is when 
a handheld exhibits the JVM 531 error consistently. The second is when this same behaviour can be reproduced 
on the simulator. Attempting to resolve this problem on the simulator is significantly easier than using a 
handheld, but in the first case that is not an option. 

Live Handheld 

The javaloader utility can help diagnose errors and exceptions on the handheld. Using javaloader, you can 
retrieve the event log that contains lists of any exceptions that occurred on the handheld. 

For example, run the following command to retrieve the event log from a USB handheld: 

javaloader –u eventlog > log.txt 

There is typically not enough information in the event log to determine the cause of memory issues. You might 
need to attach the handheld to the debugger, and then follow the steps outlined in Simulator on page 3. See the 
IDE Online Help for more information on attaching a handheld to the debugger. 

Note: The profiler does not work with a connected device. The Objects window works with a connected device. 

Simulator 

The Objects window provides a significant amount of information on the status of objects in the system.  

Review the information in the Objects window and ask the following questions: 

• Consider the size of the objects attributed to the application. Are all the objects necessary? 

• Can any objects representing primitives such as Long, Integer, and Boolean be stored as primitives 
instead of as objects? 

• Are all of the persisted objects necessary? 
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• Are there any instances of Vector and Hashtable? Are these necessary? If so, how many Object 
handles are wasted inside the Vector or Hashtable because the initial size is greater than the needed 
size? 

• How many Objects are being created then thrown away? In other words, how many scope-specific 
Objects are created? 

Frequently Asked Questions 
1. Does LowMemoryManager.markAsRecoverable()cascade? For example, will invoking the method on 

an array of Strings, Integers or other Objects mark the underlying objects as recoverable? 

Yes. The markAsRecoverable() method marks all the referenced objects as recoverable. 

2. Should an application invoke LowMemoryManager.poll() directly? If so, under what conditions? 

Application should not invoke poll()directly. Applications can rely on the system to invoke this method 
when necessary. The system has more information on the current state of the handheld and is better 
equipped to know when to invoke poll(). 

3. What is the optimal size for storing byte arrays? 

The JVM automatically converts all byte arrays to 4-KB segments instead of storing the byte array as one 
contiguous array. There is typically no need for applications to break up their byte arrays. 

Note: Byte arrays cannot be larger than 128 KB on the handheld. 

Java Low Memory Manager 
See the Low Memory Management for the BlackBerry Java Development Environment whitepaper for more 
information. 

Garbage Collection 
See the Garbage Collection in the BlackBerry Java Development Environment whitepaper for more information. 
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