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BlackBerry Web Desktop Manager

Note

This document is provided for informational purposes only, and does not constitute a binding legal document unless specifically incorporated by
reference into a binding legal agreement between you and Research In Motion (RIM). In the event that you enter into a binding legal agreement
with RIM, all provisions contained in such binding legal agreement shall apply, regardless of whether such provisions conflict with information
contained herein.

©2007 Research In Motion Limited. All Rights Reserved. The BlackBerry and RIM families of related marks, images, and symbols are the exclusive
properties of Research In Motion Limited. RIM, Research In Motion, BlackBerry, “Always On, Always Connected” and the “envelope in motion”
symbol are registered with the U.S. Patent and Trademark Office and may be pending or registered in other countries.

Bluetooth is a trademark of Bluetooth SIG. IBM, Lotus, Lotus Notes, and Domino are trademarks of IBM Corporation. Java is trademark of Sun
Microsystems, Inc. ActiveX, Internet Explorer, Microsoft, Vista, Windows, Windows Mobile, and Windows Server are trademarks of Microsoft
Corporation. Novell and GroupWise are trademarks of Novell, Inc. Palm is a trademark of Palm Trademark Holding Company, LLC. All other brands,
product names, company names, trademarks and service marks are the properties of their respective owners.

The BlackBerry device and/or associated software are protected by copyright, international treaties, and various patents, including one or more of the
following U.S. patents: 6,278 442; 6,271,605; 6,219,694; 6,075,470; 6,073,318; D445428; D433460; D416,256. Other patents are registered or pending
in various countries around the world. Visit www.rim.com/patents for a list of RIM [as hereinafter defined] patents.

This document is provided “as is” and Research In Motion Limited and its affiliated companies (“RIM") assume no responsibility for any
typographical, technical, or other inaccuracies in this document. In order to protect RIM proprietary and confidential information and/or trade
secrets, this document may describe some aspects of RIM technology in generalized terms. RIM reserves the right to periodically change information
that is contained in this document; however, RIM makes no commitment to provide any such changes, updates, enhancements, or other additions to
this document to you in a timely manner or at all. RIM MAKES NO REPRESENTATIONS, WARRANTIES, CONDITIONS, OR COVENANTS, EITHER
EXPRESS OR IMPLIED (INCLUDING WITHOUT LIMITATION, ANY EXPRESS OR IMPLIED WARRANTIES OR CONDITIONS OF FITNESS FOR A
PARTICULAR PURPOSE, NON-INFRINGEMENT, MERCHANTABILITY, DURABILITY, TITLE, OR RELATED TO THE PERFORMANCE OR NON-
PERFORMANCE OF ANY SOFTWARE REFERENCED HEREIN OR PERFORMANCE OF ANY SERVICES REFERENCED HEREIN). IN CONNECTION
WITH YOUR USE OF THIS DOCUMENTATION, NEITHER RIM NOR ITS RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, OR CONSULTANTS
SHALL BE LIABLE TO YOU FOR ANY DAMAGES WHATSOEVER BE THEY DIRECT, ECONOMIC, COMMERCIAL, SPECIAL, CONSEQUENTIAL,
INCIDENTAL, EXEMPLARY, OR INDIRECT DAMAGES, EVEN IF RIM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, INCLUDING
WITHOUT LIMITATION, LOSS OF BUSINESS REVENUE OR EARNINGS, LOST DATA, DAMAGES CAUSED BY DELAYS, LOST PROFITS, OR A FAILURE
TO REALIZE EXPECTED SAVINGS.

This document might contain references to third-party sources of information, hardware or software, products or services and/or third-party web
sites (collectively the “Third-Party Information”). RIM does not control, and is not responsible for, any Third-Party Information, including, without
limitation the content, accuracy, copyright compliance, compatibility, performance, trustworthiness, legality, decency, links, or any other aspect of
Third-Party Information. The inclusion of Third-Party Information in this document does not imply endorsement by RIM of the Third-Party
Information or the third-party in any way. Installation and use of Third-Party Information with RIM's products and services may require one or more
patent, trademark, or copyright licenses in order to avoid infringement of the intellectual property rights of others. Any dealings with Third-Party
Information, including, without limitation, compliance with applicable licenses and terms and conditions, are solely between you and the third-party.
You are solely responsible for determining whether such third-party licenses are required and are responsible for acquiring any such licenses relating
to Third-Party Information. To the extent that such intellectual property licenses may be required, RIM expressly recommends that you do not install
or use Third-Party Information until all such applicable licenses have been acquired by you or on your behalf. Your use of Third-Party Information
shall be governed by and subject to you agreeing to the terms of the Third-Party Information licenses. Any Third-Party Information that is provided
with RIM's products and services is provided “as is”. RIM makes no representation, warranty or guarantee whatsoever in relation to the Third-Party
Information and RIM assumes no liability whatsoever in relation to the Third-Party Information even if RIM has been advised of the possibility of such
damages or can anticipate such damages.

Send us your comments on release notes: www.blackberry.com/go/rnkilssurvey
Document ID: 13084658 Version 2

Last modified: 1 November 2007
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Product information

BlackBerry Web Desktop Manager is a web-based version of the BlackBerry® Desktop Manager. It enables users to
manage and configure their BlackBerry® devices to receive messages, in addition to performing a variety of
maintenance related tasks (for example, backup and restore, define email settings, and load new applications).

However, unlike BlackBerry Desktop Manager, the BlackBerry Web Desktop Manager is specifically designed to
address the needs of Enterprise and Small Business organizations that would like to reduce their Total Cost of
Ownership (TCO) by providing end-user self service options, without having to deploy and install client-based
BlackBerry Desktop Manager software on every end-user's workstation.

You can customize the end user experience with an interface that reflects the corporate environment in which the
BlackBerry Web Desktop Manager is being deployed. Customization includes font colors and a header logo.

An Advanced Feature tab provides end users of Microsoft® Exchange, IBM® Lotus® Domino®, or Novell® GroupWise®,
with additional information and functionality related to their BlackBerry device. These include service statistics,
message status (forwarded, sent, pending, expired, filtered), last contact time, and last message sent or received. Users
will also be able to set wireless activation passwords.

System requirement for email setting management

If you want to allow users to manage email filters, message redirection, and signatures in the BlackBerry Web Desktop
Manager, you must have the BlackBerry® Enterprise Server Version 4.1 or later installed in your environment. The Email
settings tab is not available in the BlackBerry Web Desktop Manager if you use BlackBerry Enterprise Server Version
4.0x.

System requirements for user computers

To use the BlackBerry Web Desktop Manager, users must have Microsoft® Internet Explorer® Version 5.5 or later and
one of the following operating systems installed on their computers:

e Microsoft® Windows® 2000 Professional SP4 or later

*  Microsoft Windows XP Professional

Differences between BlackBerry Desktop Manager and
BlackBerry Web Desktop Manager

Feature BlackBerry Desktop Manager BlackBerry Web Desktop Manager
Client operating ~ Supports Microsoft® Windows Vista™ Microsoft Windows Vista is not supported
system
Supports 64-bit systems 64-bit systems are not supported
Supported Supports all BlackBerry devices and BlackBerry® Device Software ~ Supports Java® devices that run BlackBerry Device
BlackBerry versions Software Version 4.0.0 or later.
devices and
BlackBerry
Device Software
versions
The BlackBerry® Desktop Manager saves all backup files Users cannot save back up files if you set an IT policy rule
in the Web Desktop Manager config file to prevent this
action.
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Feature
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Email Settings -
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of organizer data,
email, add-ins,
and date and time

BlackBerry Desktop Manager

Users install the BlackBerry Device Software on their computers,
and run the application loader tool in the BlackBerry Desktop
Manager

The BlackBerry Desktop Manager notifies users when new
BlackBerry Device Software is available on their computers

Users can switch from a Palm® or Windows Mobile® device to a
BlackBerry device

Users can start the Switch Device Wizard by double-clicking the
Switch Device Wizard icon in the BlackBerry Desktop Manager

Available

User must direct the BlackBerry Desktop Manager to the BlackBerry
device

Users can connect to one device at a time

Users can choose to automatically switch from a Bluetooth®
connection to a USB connection when a USB connection is
available.

Available
Available

Users can view Microsoft Exchange account statistics in the
BlackBerry® Desktop Redirector

Users can clear BlackBerry device statistics in the BlackBerry
Desktop Redirector

Users can purge pending messages in the BlackBerry Desktop
Redirector

Available

Users can turn off message redirection when the BlackBerry device
is connected to their computer

Available

The email settings tool is available.

Users can import data for a new filter from a Global Address List

Some default email message filters are included.
Users generate encryption keys

The following advanced options are available: Override email
address, Message Service Display Name, Profile Settings, Notes
Native Encryption, Folder Redirection

If the BlackBerry Desktop Manager or BlackBerry® Device Manager
is running on a user's computer, the BlackBerry device can be used
as a modem. BlackBerry Desktop Manager installs the required
serial drivers.

Available

BlackBerry Web Desktop Manager

You install the BlackBerry Device Software on a shared
network drive, and then users run the application loader
tool in the BlackBerry Web Desktop Manager to install
the BlackBerry Device Software

The BlackBerry Web Desktop Manager only notifies users
when new BlackBerry Device Software is available if the
Force Load Count IT policy is implemented.

Users can only switch from one BlackBerry device to
another BlackBerry device

Users can start the Switch Device Wizard by connecting
a BlackBerry device to their computer that their
BlackBerry services are not associated with.

Not available

BlackBerry Web Desktop Manager connects to all
connected BlackBerry devices

Users can connect to more than one device at a time

The switch from a Bluetooth connection to a USB
connection occurs automatically

Not available

Not available

Users can view statistics for Microsoft Exchange, IBM
Lotus Domino, or Novell GroupWise in the BlackBerry
Web Desktop Manager

Users cannot clear statistics

Users cannot purge pending messages in the BlackBerry
Web Desktop Manager

Not available

Not available

Not available

The Email Settings tab does not appear if you are using
the BlackBerry Web Desktop Manager with BlackBerry
Enterprise Server Version 4.0.x.

Users cannot import data for a new filter from a Global
Address List

Not available
Users are not required to generate encryption keys

Not available

The BlackBerry device cannot be used as a modem.

Not available



Feature

Starting
BlackBerry
Device Manager

BlackBerry device
user guide

Navigation

BlackBerry Desktop Manager

Users can start the BlackBerry Device Manager using the shortcut in
the Start menu

Users can access the user guide for their BlackBerry device from the
BlackBerry Desktop Manager Help menu.

Users do not need to save updated data in a tab before leaving the
tab.

Known Issues

BlackBerry Web Desktop Manager
Users must log in, or set the BlackBerry Device Manager

to start automatically.

Not available

User must click Save before leaving a tab, or the updated
data is lost.
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Known issues

BlackBerry Web Desktop Manager installation and administration

Application loader tool

SDR 120804

SDR 123964

If you assign a software configuration to users in the BlackBerry Manager, the BlackBerry Web Desktop Manager does not
notify users when new BlackBerry Device Software or applications are available to be installed.

Workaround: To prompt users to update their BlackBerry devices when new BlackBerry Device Software or applications are
available, set the Force Load Count IT policy value to O or greater.

If no device software share location has been specified for the user - either through an assigned software configuration or a

setting in the Web Desktop server config file - the application loader will run in ‘local’ mode. In this mode, the loader tool will
look for software on the user’'s machine, and the Add button will be enabled.

Authentication and authorization

SDR 125293

If you delete a BlackBerry Web Desktop Manager user account from your BlackBerry Enterprise Server and then add that user
account to the BlackBerry Enterprise Server again, if that user previously logged in to the BlackBerry Web Desktop Manager,
the user's login attempt fails once when the user types the correct login credentials.

Workaround: After receiving the “The User Name, Password, or Domain is incorrect. Please re-enter” message once, users must
type their login credentials a second time to log in to the BlackBerry Web Desktop Manager successfully.

BlackBerry Administration Service tools

SDR 122228

Client installation

SDR 123899

IT policy
SDR 127577

SDR 129388

SDR 129732

SDR 128492

SDR 129777

SDR 144700

SDR 144691

When you run the basConfig.bat script to customize the BlackBerry Web Desktop Manager Ul or change the BlackBerry®
Administration Service settings, if you use the incorrect syntax or type an incorrect character, a
“java.lang.ArraylndexOutOfBoundsExceptions” stack trace error appears in the command prompt window. This error does not
affect BlackBerry Web Desktop Manager or BlackBerry Administration Service functionality.

If you use Microsoft Windows Group Policy to install the RIMWebComponents.msi file on to user computers,
RIMWebComponents-Install.log files are not created on user computers.

If you set the WirelineActivationPolicy IT policy rule to WIRELINE_ACTIVATE_UNUSED_PIN_ONLY, users are prompted to
switch their BlackBerry devices when they connect a BlackBerry device that another user has already activated to a computer.

If you set the Force Load Count IT policy to a positive value in the BlackBerry Manager, when a user closes the application
loader tool wizard, the application loader tool sets the number of deferrals to 0 automatically. Note this issue only occurs if
the user started the application loader tool from the Device Software tab.

If you include an accented character (for example, &) in the Force Load Message IT policy, users are not forced to update their
BlackBerry Device Software when the number of deferrals is 0.

If you turn on the Force Load Count and Force Load Message IT policies, the Force Load Message text appears in the BlackBerry
Web Desktop Manager only when the number of deferrals is O.

If you set the Force Load Count IT policy to O or greater, after the forced load, the user’s serial BlackBerry device is not
automatically activated. BlackBerry devices also do not receive service books correctly.

Workaround: After updating their BlackBerry devices, in the BlackBerry Web Desktop Manager, users must resend service
books to their BlackBerry devices.

New users are unable to login to BlackBerry Web Desktop Manager if an IT Policy exists whereby ‘Auto Backup Exclude Sync’
is set to True and ‘Auto Backup Include All" IT Policy is not set. Unless the user has logged in prior to this policy being set, the
login fails and an error is displayed.

New users are unable to login to BlackBerry Web Desktop Manager if an IT Policy exists whereby ‘Auto Backup Exclude
Messages' is set to True and ‘Auto Backup Include All’ IT Policy is not set. Unless the user has logged in prior to this policy
being set, the login fails and an error is displayed.
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BlackBerry Web Desktop Manager client application

Application loader tool

SDR125219

Browser

SDR 119592, SDR
123580, SDR
123580, SDR
121315, SDR
127567, SDR
127572, SDR
127578, SDR
126411

SDR 144691

Client installation
SDR 123458

SDR 118181

SDR 124848

If the installation of applications using the Application Loader tool requires longer than 75 minutes, the BlackBerry Web Desktop
Manager session will time out and the user will need to log in again at the end of the installation process. Their device will not
be activated.

If the user presses the F5 key, clicks the Refresh button or presses the Back button in the Internet browser that hosts the
BlackBerry Web Desktop Manager, they might experience unexpected results such as the appearance of error messages,
redirection to other tabs, duplicate records, device connection issues, or loss of data.

Users are unable to browse to BlackBerry Web Desktop Manager if the server on which BAS is installed also has the World Wide
Web Publishing Service installed. This service prevents the BAS-AS service from binding with port 443, resulting in the browser
error “Cannot find server - The Page cannot be displayed”.

Workaround: Stop the World Wide Web Publishing Service and then restart the BAS-AS service so that it can bind with port 443.

If the user attempts to install BlackBerry Web Desktop Manager ActiveX components on their computer, they might be prompted
to restart their computer at the end of the installation process.

The installation of the BlackBerry Device Communications Components that happens when the user logs in to the BlackBerry
Web Desktop Manager for the first time can become unresponsive if the user's BlackBerry device is connected to their computer
during the installation process.

The user is not informed that they require system administrator permissions to install the BlackBerry Web Desktop Manager
Microsoft® ActiveX® components on their computer. The components are not installed.

Workaround: Create a Group Policy Object to install BlackBerry Web Desktop Manager Microsoft ActiveX components on user
computers. For more information, see Installing the BlackBerry Web Desktop Manager client components on user computers in
the BlackBerry Web Desktop Manager Installation and Administration Guide.



