Case Study

State Attorney General-s Office Uses
BlackBerry to Increase Response Time

When it comes to law enforcement, response time is critical. The Office of the
Attorney General in the State of Pennsylvania has always been ahead of the curve
when it comes to technology. Since 2001, they have discovered that applications
developed in-house for BlackBerryC could dramatically increase the effectiveness of
their staff + from the Attorney General, to lawyers, to law enforcement agents working
in the field.

The Office of the Attorney General created two applications, with a third now in
development. One allowed them to better manage Help Desk trouble tickets to reduce
downtime caused by technical glitches. Another offered intranet access to an agency
contact list to increase communications ability. And a third, now in development,

will give agents in the field wireless access to data stores of information on suspects,
cases and a range of essential information that increases their effectiveness in
arresting and prosecuting criminals.

Though each has different goals, the applications developed for BlackBerry deliver
similar benefits, including:

©  Reduced response time from hours to minutes for Help Desk issues

©  Better reporting on common technical problems faced by users

©  Reduced the dependence on laptops

< Communications in a user-friendly format

°  The potential to improve law enforcement efforts with access to a variety
of independent resources

When it comes to making the most of the wireless solutions, the Pennsylvania Office
of the Attorney General has big plans. As a law enforcement agency that investigates
and prosecutes some of the state-s most serious crimes, including fraud, drug
enforcement and child pornography, they know the value of helping people do their
jobs more effectively. That-s why their first venture into wireless deployment beyond
email was designed to improve access to their Help Desk services.
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Situation

The Pennsylvania Office of the Attorney
General wanted to increase response

times across all levels of the agency + giving
key personnel access to important contact
information, improving Help Desk response
to trouble tickets and giving law enforcement
agents access to state and federal data.

Company Profile

The Office of the Attorney General is the
chief legal and law enforcement officer with
the responsibility for the prosecution of
organized crime and public corruption. They
handle criminal investigations and drug law
enforcement programs, as well as direction
of statewide and multi-county investigations
of fraud.

Solution

In 2001, the Office of the Attorney General
deployed 40 BlackBerry handhelds, with plans
to build up to 60 handhelds and potentially
600 long-term. Using the Java™ -friendly
platform of BlackBerry, they created several
Cold Fusion applications in-house that greatly
improve the agency-s effectiveness.

Results

Users get technical help when they need it

and the IT group manages their time more
efficiently. The two applications developed
in-house have paved the way for an ambitious
law enforcement project involving multi-agency
co-operation. Agents may soon have wireless
access to data stores that will improve their
ability to target and arrest suspects.
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Help Desk Becomes Model of Efficiency

With 40 BlackBerry handhelds deployed in a MicrosoftC Exchange 2003 environment and the possibility of growing to 600 handhelds in the
next few years, they wanted to ensure that any technical issues could be resolved quickly for their users.

They built their own Help Desk trouble ticket system using a Cold Fusion application. End users, whether they are on a BlackBerry handheld or
PC, interact with the same form to report their technical difficulties. Interestingly, when it came to choosing the look of the form, they decided to
emulate the BlackBerry interface, even when access is via a PC. The agency felt they couldn-t improve on the design because it was the ideal user-
friendly format.

Once a trouble ticket is recorded, the application ensures that the entire IT group receives the message. A technician indicates that they are
taking on the job and the application marks the trouble ticket in his or her name. The entire process is possible because of the BlackBerry
Mobile Data Service (MDS) feature of the BlackBerry Enterprise Server” and the Java-friendly BlackBerry development environment.

®0ur IT technicians are only at desks about 30% of the time, says Dennis Guzy, Manager of Collaborative Services. 8This system dramatically
improves our ability to respond to problems. Our clients are busy people, preparing for court and they can-t wait hours to get a problem fixed.”

With the Help Desk application on the BlackBerry handheld, Guzy says they have improved their response time from hours to minutes. It also
takes a user less than 10 seconds to fill out a form and hit the submit button before it-s buzzing on every technicians- BlackBerry handheld.

8The Java aspect of BlackBerry made life much easier for us,” says Guzy. 8We were already developing in Cold Fusion and Java made our transition
a lot easier and less labor intensive. We developed the entire application in less than four days.

The Collaborative Services group also developed a second application to encourage better peer-to-peer communication. The intranet-based
application gives all employees access to the organizational phonebook, whether they are on a PC or communicating wirelessly. Before this
application, a user would have to go onto a web site, log in and then scroll through information. Now, with a few simple clicks, they have
access to a wide range of contact information.

Pilot Project Promises Wireless Access to Critical Law Enforcement Data

But what-s really exciting this group is the future. They are working towards J-Net or the Justice Network. Currently, there are many data stores
for investigators to look up suspects and cases. A variety of agencies manage this information. With J-Net, the group plans to build a custom
interface that quickly and efficiently accesses those data stores.

®When it-s complete, it could dramatically improve things from a user standpoint, says Guzy. 80ur agents deal with a lot of dangerous people and
are often in situations where they have to quickly and inconspicuously find the right information to make an arrest. They can-t always make a call
or run to a car to look something up on a computer. This system will put critical information at their fingertips exactly when they need it.”

Now in pilot phase, the agency is considering deploying the BlackBerry application to more than 300 agents and several hundred attorneys.
In addition to speeding up access to information, the new application should virtually eliminate the need for costly laptops. The application
will be built in Cold Fusion and leverage Java to access a variety of servers: SQL, Cognos, Oracle and FoxPro databases.

6RIM is involved in helping us coordinate the various agencies who need to participate in making this happen, says Guzy. 8They-ve helped us
coordinate people and communicate how we have all the resources to make this happen. | couldn-t be happier with their partnership in this.”
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