
BES10 Cloud architecture and data flows

Architecture: BES10 Cloud solution
 

 

Component Description

APNs The Apple Push Notification service is a service for iOS devices that Apple 
provides. BES10 Cloud uses APNs to notify iOS devices to contact BES10 Cloud 
for configuration updates and to provide information for your organization’s 
device inventory.

BlackBerry Cloud 
Connector

The BlackBerry Cloud Connector is an optional component that is deployed 
inside your organization's firewall. It connects the company directory to BES10 
Cloud to allow basic attribute synchronization, search functionality, and user 
authentication services.

BES10 Cloud BES10 Cloud is a cloud-based service used to manage BlackBerry devices, iOS 
devices, and Android devices in an enterprise environment.

BlackBerry Infrastructure The BlackBerry Infrastructure registers user information for device activation 
and validates licensing information for BES10 Cloud.

Company directory BES10 Cloud supports connectivity with your organization's company directory 
using the BlackBerry Cloud Connector and Microsoft Active Directory or LDAP.

Devices BES10 Cloud supports iOS, Android, and BlackBerry 10 devices.

GCM GCM is a service for Android devices that Google provides. BES10 Cloud uses 
GCM to notify Android devices to contact BES10 Cloud for configuration updates 
and to provide information for your organization’s device inventory.

Other third-party 
applications

Additional applications that can be deployed in your organization's environment, 
including the mail server, certificate authorities, and application servers.
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BES10 Cloud communication paths
There are two communication paths used by iOS, Android, and BlackBerry 10 devices activated with BES10 
Cloud:

1. Communication with BES10 Cloud through the BlackBerry Infrastructure

2. Communication over your organization's VPN or work Wi-Fi network to access your organization's 
resources

Communication with BES10 Cloud through the BlackBerry Infrastructure
For all device management commands, iOS, Android, and BlackBerry 10 devices connect to BES10 Cloud 
through the BlackBerry Infrastructure as shown in the following diagram.
 

 

Communication over your organization's VPN or work Wi-Fi network to 
access your organization's resources
If a device is configured to use your organization's VPN or work Wi-Fi network, then the device can connect 
directly to your organization's resources, such as a certificate authority or mail server. These connections can 
occur if the device is configured manually by the user or configured automatically by BES10 Cloud.

The diagram shows the different paths that data can travel when your device connects to your organization's 
resources using a using your organization's VPN or work Wi-Fi connection.
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Data flow: Activating a device
You can activate a device using any wireless connection, such as your work Wi-Fi network, or the mobile 
network. The following steps apply to any of these connections.
 

 

1. The administrator adds a user to BES10 Cloud.

2. If the device is an Android device or an iOS device, the user downloads and installs the BES10 Client on 
their device and enters their credentials.

If the device is a BlackBerry 10 device, the user enters their credentials.

3. BES10 Cloud verifies the user's credentials and sends the activation details to the device.

4. The device receives the activation details from BES10 Cloud and completes the configuration. The device 
then sends confirmation to BES10 Cloud that the activation was successful.
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Data flow: Receiving email on a device
When users send and receive email with an iOS, Android, or BlackBerry 10 device, there are two 
communication paths that can be used:

• A direct connection from the device to the computer that is running Exchange ActiveSync, which 
resides in a DMZ or is exposed to the public network

• A direct connection from the device to the mail server that is running Exchange ActiveSync, either 
through the VPN or over the work Wi-Fi network

This diagram depicts a direct connection from the device to the computer that is running Exchange 
ActiveSync, which resides in a DMZ or is exposed to the public network.
 

 

This data flow depicts a direct connection from the device to the mail server that is running Exchange 
ActiveSync, either through the VPN or over the work Wi-Fi network.
 

 

1. The device issues an HTTPS request to the mail server and requests that the mail server notifies the 
device if any items change in the folders that are configured to synchronize.

2. The device stands by. You can adjust the synchronization time, depending on your mail server.
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3. The mail server checks for any new or changed items and notifies the device when items change or when 
new items come into the user's mailbox. The notification contains the name of the folder that has the new 
or changed item.

• Changed items include marking an email as read, moving an email into a subfolder, or updating 
organizer data

• New items include receiving a new email or creating a new organizer data entry

4. The device issues a synchronization request for the folder.

5. The mail server synchronizes the changed files with the device.

6. When the synchronization is complete, the device issues another request to restart the process.

7. If there are no new or changed items during this interval, the mail server sends a "HTTP 200 OK" 
message to the device.

8. The device issues a new request and the process starts over.
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