
Cylance Smart Antivirus™

Smart, Simple Security
Cylance Smart Antivirus:

• Is a leading next-generation 
consumer security product 
that uses artificial intelligence 
to block future, unknown 
variants of malware, offering 
better protection than 
any existing traditional 
antivirus solution

• Does not bog down systems 
with the bloated, system-
slowing, noisy, and pop-
up-riddled experience 
associated with traditional 
consumer security products

• Is easy to install, easy to 
manage and configure, 
updates itself automatically, 
and protects consumer 
devices for a set-it-and-
forget-it security experience

• Empowers the technical 
expert in the family with the 
visibility and awareness of the 
security status of all devices 
in the family’s environment 

• Ensures the employee’s 
family and/or remote loved 
ones’ (elderly parents, college 
kids, etc.) devices are safe, 
secure, and protected

Protect Employees at Home
The virtual borders of a corporate network are no longer defined by the corporate 
firewall. With the proliferation of work and personal devices at home, the distinction 
between the corporate network and employees’ home networks has become blurred. 
CISOs and their security teams have a difficult time controlling their security risk and 
exposure from cybersecurity threats originating from employees’ homes. 

Have you considered: 
• 67% of workers use their own personal devices while at work
• 37% of U.S. workers telecommute regularly
• Cloud-based solutions (Office365, DropBox, Box, Trello, Atlassian, etc.) allow 

employees to access corporate assets from personal devices
• Employees can connect USB thumb drives to personal devices infected with 

malware, then plug them into a company device
• Employees can access corporate email on personal devices
• Telecommuters can VPN into work from a personal device
• Cached credentials from employees logging into company assets from a  

personal device can be stolen by malware
• Webcam-enabling malware on a personal device can spy on and compromise 

employees 

Cylance® has redefined what antivirus can and should do by using artificial intelligence 
to protect enterprise organizations against malware. With the introduction of Cylance 
Smart Antivirus, that same groundbreaking enterprise technology is now available 
for corporate employees to use at home to protect their family’s personal devices. 

Organizations offering Cylance Smart Antivirus to their employees to protect their 
personal Windows and Mac devices enable the company’s security team to extend 
their perimeter protection and reduce their attack surface without infringing on an 
employee’s privacy, or managing their personal devices.
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How It Works
Cylance Smart Antivirus uses Cylance’s patented mathematical approach, utilizing 
machine learning techniques instead of reactive signatures and sandboxes to render 
malware, viruses, bots, and unknown future variants incapable of executing.

Corporate employees using Cylance Smart Antivirus will have access to their own 
personal cloud console where they will have visibility and the ability to manage 
protection for up to 10 devices for their family, extended family, and loved ones. 

Unlike with traditional antivirus software, Cylance Smart Antivirus users do not need 
to worry about checking to see if they have the latest signature file updates multiple 
times per day. The product automatically updates itself with new features, eliminating 
the need to worry about outdated software, constant updates, and patches.

Compatible with Microsoft Windows® and macOS®

Cylance Smart Antivirus is compatible with the latest versions of Microsoft Windows 
and macOS laptops and desktops.

Microsoft Windows macOS

• Windows 7
• Windows 8 and 8.1
• Windows 10

• OS X Mavericks
• OS X Yosemite
• OS X El Capitan
• macOS Sierra
• macOS High Sierra
• macOS Mojave

• 2GB Memory • 2GB Memory

• 500MB Available Disk Space • 500MB Available Disk Space

Requires:
• Microsoft .NET Framework  

3.5 SP1
• Internet browser
• Internet connection to register product
• Local admin rights to install software

Requires:
• Internet browser
• Internet connection to register product
• Local admin rights to install software

About Cylance

Cylance uses artificial 
intelligence to deliver 
prevention-first, predictive 
security products and 
specialized security services 
that change how organizations 
approach endpoint security. 
Cylance’s security solutions 
provide full spectrum predictive 
threat prevention and 
visibility across the enterprise, 
combatting threats such 
as malware, ransomware, 
fileless malware, malicious 
scripts, weaponized docs, and 
other attack vectors. With AI 
based malware prevention, 
application and script 
control, memory protection, 
device policy enforcement, 
root cause analysis, threat 
hunting, automated threat 
detection and response, 
coupled with expert security 
services, Cylance can protect 
endpoints without increasing 
staff workload or costs. 


