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Settings > Detection Rule Sets
Select Action - +  Create New = B
NAME 4  DESCRIPTION LAST MODIFIED MODIFIED BY POLICIES DEVICES
~ 5191435b-6578-4036-80f3 Add/Remove Policies =
CC_TEST €C Demo Set 2017-09-14T16:44:10Z - 0 2 [} W
ba677c0eT2Te {CC} - Optics_Demo
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Configure Detection Set - Step 1 of 2
0/25 Detections Enabled

Detection Set Name Detection Set Description

Device Notification Message

DETECTION INFO SEVERITY DATE ADDED 0s OFF ON RESPONSE

CYLANCE DEFAULT v

Suspicious S Process Owner B High 2017-03-0818:31:41 7 Windows (® O -

Fileless Powershell Malware B High 2017-03-0819:31:457 Windows (® O -

Rundll Javascript Invocation B High 20170908 19:31:45 2 Windows (® O -

CylancePROTECT Suspicious Exit B High 2017-090819:31:44 2 Windows (® O -
= ~

Sticky Keys Remote Shell Attack B High 20170908 19:31:44 7 Windows (® O -

Executable Launched from Recycling Bin B High 20170908 19:31:43 Windows (® O -
= ~

Browser Launched Suspicious Child Process B High 20170908 19:31:38 7 Windows (® O -
= ~

Internet Browser With Suspicious Parent B High 20170908 19:31:43 Windows (® O -
= ~

Thread Injection B High 20170908 19:31:42 2 Windows ® O -
= ~

Cylance Security Masquerader B High 20170919 01:06:34 7 Windows ® O -
= ~

Intentional File Name Confusion u Medium 20170908 19:31:42 2 Windows (® O -

Dropper_Downloader u Medium 2017-09-0819:31:36 2 Windows (® O -
= ~

Homoglyphic Windows File Name Medium 20170908 19:31:41 Z Windows ® O -

3L —ILty b DIERL

BRI =LY b EBYICRET D L. EDEYbETNAZRYS—ICBE[IF T CylanceOPTICS A R b—ILENIcTVRRA >k
DORHT7 S —heRITRBIcOICBERRERIT TICEDE T TNARRIS —2RETIEZDRI—DERAINICIRTOIVR
RAVRDN HASVRADIZTRG—EZXDSEAIL—ILEYE (b= W73, TVRRAIVMNBRIORE) £BELET,
RUD—ISEMENIEIRTDTNART. YASVRDIZIRF—ERICERINBRICChSOREMNEAINE T,

CylanceOPTICS DT 74/l kDI Detections) T T AV THF ATV I VTR SN TV FRA U MIKoTRUAETNIET S —F
IC2WT BRPITVFRAE2—DI—H—ITRESNET, COXZYIaR—Rh5. A—HF— 3T ETEREB[RICHITEIARVED
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CYLANCE

Detections
Total: 114 | Informational: 0 Low4 |l Medium 25 [l High: 85 Detections Over Time | Last 7 Days -
80
60
40
20
0 Py
Sep 13 Sep 14 Sep 15 Sep 16 Sep17 Sep 18 Sep 19
= E
SEVERITY ~ DETECTION DETECTED ON ~  DETECTION ID DEVICE STATUS DETAILS
Browser Launched Suspicious Child Process 2017-09-18721:55:57.933Z DAT9-DOAB DEMO3_WIN7_CC New A
HicH
Browser Launched Suspicious Child Process 2017-09-18T21:48:25.683Z CD4F-AS9E DEMO3_WINT_CC New - O View
HioH
Oversized Image File 2017-09-18T21:48:25.678Z D3F4-18CE DEMO3_WIN7_CC New A

4: TDetections) AwaR—R

BRHAMARYMIIGT—EDT—EDNIRTEENTED. TOTFT—HISH Y aR—ROTF—TILO—BBICHBHD View) RE>%
)T TBRERTTEET, ERD MDetection Details) R—IJICIE. RENCEATIEERIBIMARTINE T, 72X FRDEHI.
BAE. FHBADIEN. IRV ZFEINDT—Ta777b0 EORMICEEMITENIFTIS T avhRRINET,

MDetection Details] R—ITlE. WRICISCTTFNAROOY IR I T7AILOEIE. 74—HAE2—%BIAT 5T KDEHAR
BRECPHEBEZITOCHTTET, BRAICEAE[MITONIEMITERBZIANRIIMNCT—T4T7 702 S5ICHHLT. BRI AN
EHICEAIZEMDIVTFANERTL. BEICIGCTEIDBAAATL AT IEZITAEELIICTHIEDHEEETT,

cvyuaNce 0§

Browser Launched Suspicious Child Process Events: First Event: 2017-09-18 21:55:57Z
A Detection ID DA79-DOAB Total AOI
HIGH

1
3
0

Last Event: 2017-09-18 21:55:57Z
Rule ID 4942ba5c-7849-443d-bads-e65cedcfa599 Responses Received: 2017-09-18 21:56:027
Detection Description
A browser process has spawned a new child process that is not a known process
EVENT NAME EVENT DESCRIPTION EVENT TIME AOl  RESPONSES  RESPONSE STATUS
AnemalousBrowser  InstigatingProcess Name is ‘iexplore.exe’ or ‘chrome.exe’ or firefox.exe' or 'opera.exe’ or exe’ o' Pexe’ and Instig is 2017-09-18T21:55:57.3927 2 0 N/A
[# Detection Notes A
This is a sample detection that was triggered
Device Detection Events Received
DEMO3_WINT_CC AnomalousBrowser Cylance Cloud
Offline 255:57 09/18/17 2:56:02 09/18/17
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