
For This Major Payment Service 
Provider, BlackBerry is Worth Every 
Cent 

“We’re one of the most recognized and trusted brands in Australia, and we take 
that very, very seriously,” explains Trevor Cushen, head of Security, IT, Risk, and 
Governance at BPAY Group. 

"When people look at us, they assume a certain level of security," Cushen says, 
“and want to make sure we're always at that level. We never want to assume 
we're doing the right thing — we always keep checking." 

As one of Australia’s leading payment services, BPAY Group works with over 
45,000 businesses, and facilitates more than 1.6 million electronic payments per 
day. Previously owned jointly by Australia’s top four banks, and recently 
consolidated with Eftpos and NPPA to form Australian Payments Plus, BPAY 
Group allows customers to receive, schedule, and track their bills electronically 
via BPAY View®, while its Osko by BPAY® service enables fast electronic bank 
transfers via Australia’s New Payment Platform (NPP) infrastructure. To help 
safeguard systems and infrastructure against intrusion, BPAY Group chose 
CylancePROTECT®. 

“BPAY experiences roughly 8,000 intrusion attempts each month,” Cushen 
continues. “There’s a perception that our system can be used for fraud, but 
because of how BPAY® works, there’s actually very little an attacker could 
leverage to extract money. For us, it’s largely a matter of reputation.” 
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An All-Encompassing Approach to Data Protection 
The entire system was built to maximize security and eliminate opportunities for 
misuse, Cushen says. When an organization registers as a Biller with BPAY, they 
are assigned an alphanumeric Biller Code. They then assign each of their 
customers an untraceable Customer Reference Number. From there, the process 
is relatively simple—the business need only attach the Reference Number and 
Biller Code to every bill they send, at which point the customer pays through their 
own bank. However, because Customer Reference Numbers are assigned at the 
discretion of the Biller, some companies may use information such as credit 
cards or phone numbers to identify customers. Rather than differentiate between 
data types, BPAY treats everything in its systems as protected information. 

As a company, BPAY Group is certified to the Payment Card Industry Data 
Security Standard (PCI-DSS), and has adopted ISO-27001-2013, says Cushen. 
“Because our ecosystem is increasingly modular and complex, we made the 
decision a number of years ago to make everything compliant with those 
standards. Not only does this allow companies to interact with our systems 
much more easily, it also helps us facilitate older transaction models—that opens 
our services up to a lot more businesses.” 

 
Leaving Legacy Security in the Past 

 
When BPAY Group opted for ecosystem-wide PCI-DSS compliance, it also 
performed an assessment of its existing security infrastructure. 

 
At the time, BPAY Group was using signature-based endpoint protection 
software. Having to download new AV definitions to every endpoint on a daily 
basis resulted in negatively impacting system performance. It also offered no 
protection against emerging and zero-day threats. 

 
“The idea of getting the definitions every day was untenable to us, because new 
exploits are coming out so quickly,” Cushen explains. “Zero-day attacks can be 
very damaging very quickly. What we needed was a solution that was simply 
better—there’s no other way of putting it.” 

 
After narrowing down its choices to CylancePROTECT and a competing solution, 
BPAY Group chose to partner with BlackBerry. It was the competitor’s need for a 
constant internet connection that ultimately drove their decision. Thanks to 
powerful artificial intelligence from BlackBerry, CylancePROTECT offers a 
superior level of security, regardless of connectivity. 

 
“We had systems on our backend that we didn’t want online at all,” continues 
Cushen. “With CylancePROTECT, a system could be out-of-date and still offer the 
same level of protection from any exploit that comes in. We can install it and 
manually update it every six months if we want without compromising our 
security, and the performance was also noticeably better.” 

 
 
 
 

BlackBerry 

 
 

“We want to 
demonstrate a 
very high level of 
security maturity 
to customers. 
Certifications are 
obviously great 
for that, and we 
welcome 
independent 
security 
assessments. But 
internally we also 
hold ourselves 
accountable to a 
very high level. 
With BlackBerry, 
that’s 
considerably 
easier to do.” 
— Trevor Cushen, 
Head of Security, IT Risk, and 
Governance, BPAY Group 
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Embracing the Cylance Portfolio 

BPAY Group’s deployment of CylancePROTECT was so successful that Cushen’s 
team has expanded its portfolio to embrace other BlackBerry® products, 
simultaneously updating its laptop fleet and deploying CylanceOPTICS®. This 
provides them with crucial security analysis and incident response capabilities, 
which proved particularly helpful during the pandemic, Cushen notes. 

“When COVID hit, we went from working in the office every day to working 
remotely,” he recalls. “That didn’t bother us at all. We knew we had Cylance 
products on all of our systems, giving us a centralized view and the capacity to 
immediately mitigate any threats we might encounter—and even if our laptops 
missed a few days of updates, they still had the same level of protection.” 

BPAY Group is also evaluating a potential deployment of CylancePERSONA™ for 
dynamic, AI-driven authentication and behavior analytics. 

“We’re on a journey with BlackBerry to get the full suite of Cylance products into 
our environment,” Cushen concludes. “We’ve even got a few people using the 
home edition, myself included. The tools combined have been fantastic, and 
we’re very confident in the level of security they provide.” 

For more information, visit Cylance Endpoint Security from BlackBerry 

About BlackBerry 

BlackBerry (NYSE: BB; TSX: BB) provides intelligent security software and services to enterprises and 
governments around the world. The company secures more than 500M endpoints including over 
195M vehicles. Based in Waterloo, Ontario, the company leverages AI and machine learning to deliver 
innovative solutions in the areas of cybersecurity, safety and data privacy solutions, and is a leader in 
the areas of endpoint security, endpoint management, encryption, and embedded systems. BlackBerry’s 
vision is clear - to secure a connected future you can trust. 

BlackBerry. Intelligent Security. Everywhere. 

©2022 BlackBerry Limited. Trademarks, including but not limited to BLACKBERRY and EMBLEM Design are the trademarks or registered 
trademarks of BlackBerry Limited, and the exclusive rights to such trademarks are expressly reserved. All other trademarks are the property 
of their respective owners. BlackBerry is not responsible for any third-party products or services. 

BB20-CMAS | 220322 

https://www.blackberry.com/us/en/products/cylance-endpoint-security/cylance-optics
https://www.blackberry.com/us/en/products/cylance-endpoint-security

	An All-Encompassing Approach to Data Protection
	Leaving Legacy Security in the Past
	Embracing the Cylance Portfolio



