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BlackBerry Unified
Endpoint Manager

Complete Multi-OS Contrel for
Secure Produetivity.

BlackBerry® UEM delivers unified endpoint management and policy control for
A your diverse and growing fleet of devices and apps. With its single management
( ) console and trusted end-to-end security model, it provides the flexibility and
\ 4 security you need to keep your employees connected and protected.

The Solution

Secure and manage mobile devices, laptops and other endpoints across different
operating systems and ownership models. Control user access to business
apps, data and content. And do it all from a single, easy-to-use management
console, with an extensive set of policies and profiles to suit your needs.

BlackBerry. UEM

An Enhanced User Experience: BlackBerry UEM opens a world of choice for
your users. With support for a wide array of platforms, including i0S®, Android®,
Windows 10%, macOS® and BlackBerry®, your employees can use the tools they
prefer for productivity, without sacrificing security. A consistent, user-friendly
enrollment process ensures that your users can quickly and securely gain
access to essential work apps and resources. And a unified self-service portal
enables your employees to easily complete common tasks, such as activating
new devices or business apps, without having to depend on IT assistance.
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A Unified, Intuitive Management Console: BlackBerry UEM provides
administrators with a single pane of glass to easily manage policies across
endpoints, apps, identity and content. In addition to a comprehensive set of

| policies and configuration profiles, BlackBerry UEM administrators can set
r granular controls on secure line-of-business apps built on BlackBerry® Dynamics™,
’ extend single sign-on to cloud services via BlackBerry® Enterprise Identity,
and control and track access to enterprise content via BlackBerry® Workspaces.
f With BlackBerry UEM, IT gains unprecedented control over the entire mobile

estate from a single solution.

Industry-Leading Enterprise Security: For enhanced security, BlackBerry

UEM offers comprehensive management for native container solutions such

as Android™ for Work and Samsung Knox™ Workspace, in addition to native
protection capabilities such as i0S® Managed App Configuration and Windows
Information Protection. And to help your employees stay productive on the go,
BlackBerry® Connectivity, powered by BlackBerry’s global secure communications
infrastructure, securely extends mobile access to work resources located behind
the firewall — without a separate VPN.

Flexible, Extensible, and Ready to Evolve: To better enable your organization,
BlackBerry UEM integrates with many of the most common enterprise IT
solutions. In addition to connecting with your Microsoft® Active Directory®

or LDAP directory, it can manage access for Microsoft® Exchange ActiveSync®
(including Microsoft® Office 365%), integrate with your organization’s PKI
infrastructure, or restrict access to network resources through integration with
Cisco® ISE. As your needs evolve, you can also manage further BlackBerry
capabilities to support enhanced collaboration, custom app development, identity
and access management (IAM), or digital rights management (DRM) for secure
file sharing.

Low Total Cost of Ownership: By converging device, app and content
management for mobile devices with core management functions for
traditional endpoints, BlackBerry UEM can help organizations streamline
administration, enhance compliance, and reduce complexity. And with flexible,
subscription-based licensing for both on-premises or cloud-based deployments,
you can avoid high up-front costs and retain the flexibility to scale up or down
as your needs change.
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Feature

Enterprise
Mobility Suite -
Management
Edition

Enterprise
Mobility Suite -
Enterprise
Edition

Enterprise
Mobility Suite -
Collaboration
Edition

Enterprise
Mobility Suite -
Application
Edition

Enterprise
Mobility Suite -
Content
Edition

Enterprise Mobility Management

Mobile device management (MDM)

Jailbreak/root detection

Unlimited devices per user

Android smartglasses management

Mobile application management (MAM)
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Mobile content management (MCM)
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Secure Business Productivity

Email, calendar and contact

Corporate intranet access and web browsing
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Instant messaging

Office document editing

SharePoint/OneDrive/File Share access
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Apps and App Distribution

Unified launcher to access all apps

BlackBerry-secured ISV app ecosystem
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BlackBerry-secured custom app development

BlackBerry app analytics
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Security and Deployment

FIPS 140-2 validated cryptography

Common Criteria EAL+4, UK CESG, ASD EPL, DoD STIG

IAM and 2-Factor authentication

Active Directory integration
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Cloud-hosted and on premise deployment
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Secure Documents

Enterprise File Sync and Share (EFSS)

Integrated Rights Management (DRM)
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About BlackBerry

BlackBerry is an enterprise software and services company focused

on securing and managing loT endpoints. The company does this with
BlackBerry Spark, an end-to-end Enterprise of Things platform, comprised of
its enterprise communication and collaboration software and safety-certified
embedded solutions. Based in Waterloo, Ontario, the company was founded in
1984 and operates in North America, Europe, Asia, Australia, Middle East, Latin
America and Africa. The Company trades under the ticker symbol “BB” on the
Toronto Stock Exchange and New York Stock Exchange.

For more information, visit www.BlackBerry.com.
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