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Solutions for Legal Services
Enabling Information
Sharing in Legal
•
•
•
•
•

M&A secure data rooms
Industry compliance such as FIPS
140-2 and PCI
Manage documents and data
received through e-discovery
Litigation documents, data, and
work products
Patent and trademark
applications and filings

The Challenge
Law firms and service providers that service the legal industry face the challenge of adopting a digital transformation
strategy that meets their client’s needs and the profession’s demands to protect against the increased risks of data
breaches that can occur with file sharing. As law firms are increasingly embracing mobility and collaboration, they are
becoming a target for valuable confidential information that they receive such as corporate strategies, trade secrets,
business transactions, and more. The value associated to this type of information stored by law firms can be very
appealing and could result in an increase in the number of potential hacks across the legal industry. Law firms need a
secure content sharing platform that allows them to disclose confidential information with staff and third-party vendors,
enable mobile staff productivity and securely transfer large files, while protecting client confidentiality.

The Solution
BlackBerry® Workspaces supports the law firms to become even more mobile and collaborative while reducing the risk,
complexity, and cost of sharing information across and beyond the organization’s corporate network. With BlackBerry®

Workspaces Document
Controls
•
•
•
•

Track, revoke, wipe, or end file
access at any time
Enable dynamic and
customizable watermarking
Offers screen capture protection
Set permissions to access,
download, view, edit, copy,
print, and forward

Workspaces, attorneys and staff can more safely access, share, and collaborate on the most sensitive files, using a
mobile or desktop device. With file-level encryption, user access controls, and digital rights management protection,
BlackBerry® Workspaces is the solution your law firm needs.

Easy-to-Use DRM Controls
Secure communications are becoming a non-negotiable requirement for legal services. BlackBerry® Workspaces
is the ultimate secure file sync and share solution that will help your organization meet the compliance regulations
and enable secure productivity. Whether your employees are accessing files in a client meeting or in a courtroom,
Blackberry® Workspaces protects your firm’s sensitive client data by controlling and tracking who accesses it, how,
when, and where – even after the file is downloaded or leaves the shared workspace. With BlackBerry® Workspaces,
your employees can intuitively and safely share documents, ensure access is granted to authorized users only, and
revoke access anytime if required.

File-Level Security and Enforcement
The files are encrypted and controlled – at rest, in transit, and on the device, reducing the risk of a breach or loss of data
and information. Your employees can securely access files from anywhere. With 256-bit file encryption and the industry’s
highest level of security, BlackBerry® Workspaces provides your employees with easy and secure collaboration.
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Key Use Cases in Legal Services
Protect Client Confidentiality and IP
Attorneys work closely and share documents with colleagues and with external vendors and partners. It is essential
for attorneys to share, edit, and control confidential legal documents from a mobile or desktop device, from within
or outside of their corporate network. BlackBerry® Workspaces enhances the collaboration experience by providing
an integrated suite of collaboration tools and full document tracking. BlackBerry® Workspaces makes external
collaboration easy, including SharePoint and file shares, along with features that protect against document leaks and
unauthorized forwarding.

Revoking Access – Even After a File Leaves the Workspace
Clients are entrusting you to keep their sensitive information secure. If information gets into the wrong hands, it may
affect your firm’s credibility. With BlackBerry® Workspaces, files are automatically encrypted and controlled – so rest
assured, the data is secure, regardless how your employees and staff access the files. BlackBerry® Workspaces allows
simple and secure sharing of files and offers the ability to revoke access anytime if required.

End-to-End File Encryption
Legal files should always be encrypted to meet the rigorous standards of the industry. Your clients entrust you with
their sensitive information, and it is your firm’s responsibility to ensure that these files are secure. With BlackBerry®
Workspaces, files are always encrypted: in transit, at rest, and in use. You can control what can be done with the file
itself – whether it is printing, editing, copying, downloading, or forwarding it to someone else. You can safely share
data containing PII with automatic encryption and digital rights management. By ensuring that data is encrypted,
BlackBerry® Workspaces contributes to reduce the risk of a breach or loss of data.

About BlackBerry® Workspaces
BlackBerry® Workspaces makes your content secure wherever it travels. With BlackBerry® Workspaces, stakeholders
can safely access, share and collaborate on even the most sensitive files, using any device – desktop (Windows®,
Mac®) or mobile (iOS®, Android™, BlackBerry® 10). By combining a user experience that’s as easy and intuitive as any
consumer solution with a unique data-centric architecture (which embeds protection right in your files), BlackBerry®
Workspaces is designed to meet the needs of your organization, IT team, and users.
To learn more, visit www.blackberry.com/workspaces.
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