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Introduction 

 

BlackBerry Spark Communications Platform provides a framework to develop real-time, end-to-
end secure messaging capabilities in your own product or service. 

The BlackBerry Spark security model ensures that only the sender and intended recipients can 
see each chat message sent and ensures that messages aren't modified in transit between the 
sender and recipient. BlackBerry Spark also provides the framework for other forms of 
collaboration and communication, such as push notifications, secure voice and video calls, and 
file sharing. You can even extend and create new types of real-time services and use cases by 
defining your own custom application protocols and data types. 

 

Architecture Overview 

 

The BlackBerry Spark Communications Platform is divided into the following four parts: 

1. The client application 
 

2. The SDK 
 

3. The BlackBerry Spark Servers 
 

4. Additional services provided by you. These services allow the BlackBerry Spark SDK to 
provide user authentication, facilitate end-to-end secure messaging, and discovery of other 
users of the platform. 
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Application and BlackBerry Spark SDK 

BlackBerry Spark is meant to be integrated into your application to provide real-time, end-to-end secure 
messaging capabilities. The SDK has APIs that allow the application to authenticate the user and provide a 
rich secure communications platform. 

 

Identity Provider and User Management Service 

BlackBerry Spark does not manage user identities or the social network relationships for the application. The 
user "accounts" within BlackBerry Spark represent users only within the SDK. Applications can re-use their 
existing user accounts and social network by associating their application accounts to the BlackBerry Spark 
accounts. 

For more detailed and technical information on the Identity Provider or the User Management Service 
see Identity Management and User Management Service. 

Our sample applications support the use of Google sign in as well as azure active directory sign ins these 
workbooks are configured to use Google sign ins via firebase authentication. 

 

Key Management Service 

BlackBerry Spark Communications Platform provides secure messaging and encryption for chats, voice calls, 
and video calls. While BlackBerry Spark encrypts and signs data before it leaves the endpoint, your 
application is responsible for distributing security keys between your users. 

BlackBerry Spark provides guidance and recommendations on how to store and share keys between your 
application's users. This gives your application complete control over the keys needed to keep your sensitive 
data private. 

 

Push Service 

Push notifications are an important feature of a real-time applications because they allow users to be 
engaged with the application and be notified of everything from incoming chat messages to incoming voice 
or video calls. BlackBerry Spark is built to support push notifications and can generate push notifications on 
your behalf or use your already existing push system. For more detailed and technical information see Push 
Notifications. 

 

 

 
 

https://developer.blackberry.com/files/bbm-enterprise/documents/guide/html/identityManagement.html
https://developer.blackberry.com/files/bbm-enterprise/documents/guide/html/userManagement.html
https://developer.blackberry.com/files/bbm-enterprise/documents/guide/html/pushNotifications.html
https://developer.blackberry.com/files/bbm-enterprise/documents/guide/html/pushNotifications.html
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Set up the BlackBerry Spark Communications Platform Development 
Environment 
 
Overview 
 
This section contains step-by-step instructions for several common tasks for application developers 
using the BlackBerry Spark Software Development Kit (SDK) for Node.js. 
 
 
The tasks covered include: 
 

• Install the BlackBerry Spark SDK 
 

• Run the RichChat sample and then the Bot sample that come bundled with the SDK 
 
RichChat: This sample application demonstrates the core features of BlackBerry Spark, including 
messaging, voice calls, and video calls.  
 
BBM Bot: This sample demonstrates how you can use headless authentication to register a bot with 
BlackBerry Spark, and establish secure communications with it (we utilize the free Bot Libre service in 
our sample). 
 

Compatibility 

 
The instructions in this manual have been tested in the following environment: 

 

Component Version 

Visual Studio Code 1.23 

Node.js 8.11.2 

Yarn 1.6 

Homebrew 1.6.3 

BlackBerry Spark SDK for Node.js 1.2.1-rc23 
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Prepare for Application Development 
 
 
To develop BlackBerry Spark applications for the web you will need to have downloaded the 
BlackBerry Spark for Node.js. 
 
Step 1: Download the BlackBerry Spark Communications Platform SDK for Node.js now from 
the application developer portal website. You must register on the portal to download the 
SDK. Instructions for the application developer portal, and for installing the SDK, are included 
below. 
 
The SDK has several prerequisites for: 
 

• Software, such as a supported version of the Node.js SDK Platform. See the 

Compatibility section, above. 

• Hardware, as required by the above software. 

 

Application Developer Portal 

 
The BlackBerry Spark Communications Platform application developer portal website is 
intended to provide the resources that you need to develop applications with the SDK. 
 
You can access the application developer portal from the following URL:  
https://developers.blackberry.com  
 
Some resources are available without registration, but you will need to register to download 
software, gain access to detailed technical material, or post on the developer community 
forum. Anybody can register and there is no charge. 
 
You will need an account on account.blackberry.com to download the BlackBerry Spark SDK for 
web and node applications.  If you don’t already have one, you can register for a free account. 

 

 

 

 

https://developers.blackberry.com/us/en/products/blackberry-bbm-enterprise-sdk.html
https://developers.blackberry.com/
https://developers.blackberry.com/us/en/community.html
https://developers.blackberry.com/us/en/community.html
https://account.blackberry.com/
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RichChat Application 

To demonstrate the capabilities of BlackBerry Spark we will be setting up and running the 
RichChat sample application contained in the examples folder of the downloaded SDK 
(package/examples/richchat). For this activity we will be entering the required information 
into the config_google.js file found in package/examples/richchat/js 

Step 2: Unzip the SDK and locate the RichChat sample project now, which can be found in the 
above directory. Also locate the config_google.js file found in the subdirectory of this project: 
package/examples/richchat/js/config_google.js 

 

Configure Firebase - (https://console.firebase.google.com) 

Step 3: We will start by navigating to the firebase console, clicking add a new project, 
entering a project name, and then clicking ‘Create’ to start creating the project. 

 

 

 

 

 

https://console.firebase.google.com/
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Step 4: Now, on the Project Overview page, click the ‘</>’ button to add Firebase to your web 
app, and copy the generated credentials in the body of the config variable. We will need to 
paste this into our js/config_google.js file, replacing our FIREBASE_CONFIG variable (as seen 
below).  

 

 

In your config_google.js file:  
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Step 5: Next, we are going to enable Google as a sign-in method (pictured below) 

1. Click the authentication tab on the left side. 
2. Select “Sign-In method” on the top 
3. Click Google as a Sign-In method 
4. In the dialog box that appears, select your email as the ‘Project support email’ and 

click ‘Save’ 
 

 

Step 6: Now, we will need to add rules to the realtime database. (pictured below) 

1. Click the database tab on the left side 
2. Scroll down to ‘Or choose Realtime Database’ and click ‘Create database’ 
3. Select ‘Start in test mode’ in the dialog box that appears and click ‘Enable’ 
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On the following screen, add the below rules to your database and select publish: 

{ 

  "rules": { 

    ".read": "auth != null", 

    ".write": "auth != null" 

  } 

} 

 

Configure Google Console for OAuth – (https://console.developers.google.com) 

Step 7: Now, we will need to Enable the Google + API for our app sign-ins. Navigate to 
https://console.developers.google.com . Select your project from the drop-down menu at the 
top (if your project does not appear, search for it manually in the search bar). On the 
Dashboard, click on “Enable APIs and Services”. now search for “Google+ API” and click 
enable (pictured below).  

 

 

 

https://console.developers.google.com/
https://console.developers.google.com/
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Step 8: In the ‘Credentials’ tab on the left, look for ‘Web Client’ and select it. If you do not see 
‘Web Client’ under your OAuth client IDs, click on the Credentials tab on the left side of the 
page and click Create Credentials (pictured below). 

On the options that appear we will select OAuth Client ID and then Web Application.  

 

If prompted, configure your consent screen by adding a project name and clicking ‘Save’. 

Step 9: Now click on ‘Web Client’ under your list of OAuth client IDs. Add an Authorized 
redirect URI, which will be the path from which we will be running our app from on our local 
server. For example, http://localhost:8080/package/examples/RichChat/rich_chat.html.  

Note: this URL address will depend on the directory you initialize your server from (Step 15) 

This will give us our Client ID, copy it from the top of the page and enter it into your 
config_google.js file (pictured below).  

 

 

 

 

 

 

http://localhost:8080/package/examples/RichChat/rich_chat.html
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Acquiring a Domain – (account.good.com) 

Step 10: Now, login to account.blackberry.com with your BlackBerry account (or create a new 
one) and select the Applications tab. 

From here we will click ‘Add Application’. Make sure to select ‘Communications Services’ at the 
bottom of the form. (pictured below). Also choose a unique name and ‘Entitlement ID’ for your 
app. The Entitlement ID can be an arbitrary value, as long as you use reverse domain notation. 

 

 

 

 

 

 

 

 

 

http://account.blackberry.com/
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Step 11: On the form on the next page, select the ‘Communications Services’ tab and then 
select the ‘Sandbox’ tab below it. Enter the Client ID we got from the Google Developer 
Console (the same Client ID that was obtained in Step 8) in the OAuth Client IDs field. Be sure 
to click the “Google Identity Platform” autofill button to use Google Sign-ins in your app. 
Make sure the box is checked for ‘Use Key Management Service’, then click ‘Create Domain’. 
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Step 12:  After creating your domain, click ‘Edit’ near the top of the page and add an asterick 
to the Allowed Origin field. Then click ‘Save’.  

 

Step 13: At this point, a domain has been generated for you near the top of the page. Copy 
this domain and paste it into your config_google.js file (pictured below). 

 

Fill out the rest of the config_google.js file by copy/pasting the Google OAuth endpoint URLs 
from the in-line comments into their respective fields: 

 

Running RichChat 
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Now that our config_google.js has been completed, we can run the RichChat sample 
application. If you do not have the Yarn package manager installed already, you will need to 
install it with the following steps:  

 

 Mac:   1. Install Homebrew (https://brew.sh/)                                  
   2. Run brew install yarn on your terminal (this will also install Node.js) 

 Windows: 1. Install Node.js (https://nodejs.org/)     
   2. Download the Yarn installer (https://yarnpkg.com/) 

 

Step 14: Navigate to the RichChat directory in the command prompt / terminal 
(package/examples/richchat) and run ‘yarn install’ (or ‘npm install’) to install all the 
necessary packages to run RichChat. 

Step 15: Now navigate up a few directories to the root of the sdk folder (/package/), so that 
when we start our local server, it will encompass the entire project and SDK. Then, from the 
command line, enter the command ‘http-server’. (If you don’t have the http-server package 
installed, install it now with the following command: npm install –g http-server ) 

 

 

 

Now, if everything was properly configured, we can access RichChat by navigating to 
http://localhost:8080/examples/RichChat/rich_chat.html 

Sample 2: Adding a secured chat bot to RichChat 

https://brew.sh/
https://nodejs.org/
https://yarnpkg.com/
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For this next example, we will add a chat bot using into the RichChat application using the 
Node.js version of BlackBerry Spark Communications Service.  

Step 1: To get started, we will need to download the Node sample from BlackBerry’s github 
page. Download the repository (which contains all of our JavaScript samples for you to 
explore). 

 

Unzip the repo and locate the ‘Node’ folder. Copy this folder into the ‘examples’ folder of the 
SDK (package/examples).  

Like with RichChat, we will be filling in the placeholders from the config.js file of this sample 
(package/examples/Node/config.js).  

Step 2: First, we will fill in the “id_provider_domain” and the “firebaseConfig” with the same 
credentials as we entered into the config.js for the RichChat application. Copy and paste 
these values from the config_google.js file in your RichChat app to your config.js file in your 
Node app.  

Step 3: Next, we will need to head to the botlibre webpage. You will first need to create an 
account. After this, click on ‘Create’ at the top or ‘Bots’ on the top left corner. There will be 
several types of bots to choose from. Once you have selected a bot type, click on embed. 
From here we can obtain the application and instance id required for our config.js file 
(pictured below) 

https://github.com/blackberry/bb-spark-javascript-samples
https://github.com/blackberry/bb-spark-javascript-samples
https://www.botlibre.com/
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Step 4: Now we will need to create a Google service account. From the Google Developers 
Console, start by clicking on the burger button on the top left of the page and selecting ‘IAM 
& Admin’, and then selecting ‘Service accounts’. From here, click on Create Service Account 
on the top banner. 

 

https://console.developers.google.com/
https://console.developers.google.com/
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Give your Service a name and click ‘Create’: 

 

Next give your Service Account global permissions by making it’s role ‘Owner’: 
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Step 5: We can now generate our service account credentials by clicking on ‘Create Key’ and 
selecting JSON as the format. Alternatively, you can create a key by slecting your service 
account under the IAM & admin section on the left, then click Create key and select JSON as 
the format. 

 

Alternate way of generating key: 
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Now, we must enable G-Suite Domain-wide Delegation for our Service Account. Do this by 
Selecting your Service Account, clicking ‘Edit’, clicking ‘Edit’ again at the top of the page, 
selecting ‘Show Domain-Wide Delegation’, and then checking the box to ‘Enable G Guite 
Domain-wide Delegation’. 
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Step 6: From here, use the generated JSON file to fill in the googleconfig info in config.js  

 

Step 7: From this info, we will now need to take the client_id and add it to our whitelist on 
Firebase.  

To do this, start by navigating back to our Firebase Project and then to Authentication -> Sign in 
method and then click the pencil beside ‘Google’. 

 

 

 

 

 

 

 

 

 

https://console.firebase.google.com/
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Now add the client_id to the whitelisted id’s of our project. 

 

 

Step 7: Now with our RichChat running, we will navigate to our project folder at 
package/examples/Node and run the ‘yarn install’ command to install all our required 
packages. After this, we can run the program with the command ‘node BBMBot’. When you 
sign into your RichChat application, you can see that the bot is added as a contact and you 
can start chatting with your bot! 


