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Privacy
• Privacy is a societal norm, sometimes 

contained in laws, that expresses 
limitations over the collection, protection, 
processing, and deletion of information 
regarding an individual.

• It’s primary focus is on what an 
authorized person or entity lawfully does 
with information regarding an individual.
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Security

• Security is both broader and narrower than privacy.

• The data set it focuses on isn’t limited to 
data regarding an individual.

• It doesn’t just focus on data protection.

• Unlike privacy, security also considers 
how to prevent third-parties that should 
not have the data (or access to a physical 
area or IT system) from accessing it. 



© 2018 BlackBerry. All Rights Reserved. 52E M P O W E R I N G  T H E  S E C U R E L Y  C O N N E C T E D  W O R K F O R C E

Common Elements Across the Globe

In most countries with 
privacy & data 

protection laws, the 
laws cover all sectors 
and all personal data

Notice

Cross-border Transfers

Agreements with / 
Supervision of Service 
Providers

Registration with 
Regulators / Appointment 
of a DPO Choice

Access / Correction

Security

Audit and Enforcement
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BlackBerry Software and 
Services continuum for 
GDPR Compliance

Engage our Cybersecurity 
Consulting Experts

START HERE

Identify compliance gaps 
with GDPR Assessment 
Service & deploy 
remediation actions

Engage Software 
Specialists & review tools 
to secure your data, audit 
assets & respond to 
incidents

Select the right solution for 
the Job: BlackBerry Mobility 
Suites & UEM, Dynamics 
SDK & Apps, BlackBerry 
Workspaces, EID and 2FA

Work with our global 
Professional Services team 
to implement solution 

Conduct a yearly 
Assessment to stay on top 
of global cyber security 
threats 

bbcsleads@blackberry.com
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GDPR Compliance with BlackBerry Software
GDPR is a major initiative for data protection in Europe but it is also manageable with the right knowledge 
and tools. Appointing a DPO to define new processes provides the knowledge. BlackBerry also provides a 
comprehensive set of tools to secure data, against threats, audit assets and assess incidents. At a 
minimum, organisations need to consider: 

• Comprehensive digital rights management for any 
files that contain data covered by GDPR 

• The ability to secure endpoints at the device, 
applications and data layers across platforms and 
device types via a single, integrated platform 

• Protection for contractors as well as permanent 
employees 

• The support of an organization with practical 
expertise in all of the above 

• Visibility of all endpoints connecting to data that 
is potentially affected by GDPR 

• App analytics to understand data use across 
your employees, contractors and partners 

• A secure network environment that protects 
corporate data 

• Encryption of data in motion, in use and at rest 
on an endpoint device 

• An identity management system that 
authenticates all network users 
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