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supported by the rise of new platforms, and with it the rise of new security
challenges. ARE YOU READY?
O




The Mirai botnet that hit in late 2016 demonstrated how hackers can use Mirai was simple hacking, it checked for
a botnet army of compromised loT devices to launch a massive DDoS
attack. loT-based attacks will likely continue to grow in 2018, including
those on both devices and cloud backplanes, as hackers try to
compromise systems for ransom or to steal sensitive information.

Source: Gartner

By 2020, 100% of large

enterprises will be asked
to report to their boards of
directors on cybersecurity

and technology risk at
least annually, which is
up from today’s 40%.

By 2020, 60% of Digital
Businesses Will Suffer

Major Service Failures

Due to the Inability of IT

Security Teams to
Manage Digital Risk.

Gartner

open doors, loT Troop or Reaper is actively
picking locks, and has already found access

to more than 1 mil networks and counting —
The REAPER is coming!!

The now for the Scary part —

1. More than 95% of all ATMs are still running Windows XP (13 years old
and not supported by Microsoft)!

2.  Your DVR in your house /office, connected to your WiFi, is running an even
older version of OS software, and

3. Sois the router you received from you trusted Internet service provider, or
not, so you downloaded the latest set of patches?

4. Or a simple factory reset will do the trick — at least it kills malware ©

of all account creations come
from a mobile device.

of transactions in the Network
come from mobile devices.

bot attacks this quarter.

Source: Threatmatrix 2018
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To be able to co senefits of innovation and

technological developments, we need a new paradigm of security in this
hyperconnected world. Willie: How about a United Nations body for Cyber Security &

Risk?
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ine qua non:
security — se V' CONFIDENTIALITY
but so is the threat. , Integrity

and Availability is under attack, specifically the last two —

hack my computer and | loose some data, hack my car’s
braking system and | loose my life — It is catastrophic

1. Jeremy Rifkin — The Zero Margin Cost Society




to a regulated world — bo ‘have a regulatory

system that holistically can handle security — gove ments but also software sill

likes silos, regulatory bodies are all separated — a new governance body is required =~
to regulate The Threat, and it needs to happen before somebody dies — fear makes

governments move - think 911.
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story, reputations and security capabilities of
BlackBerry, WatchDox and Good Technology make BlackBerry a
strong choice for regulated or security-conscious organizations.

Have you already Blackberryed your security

TENESS OF VISION

TGty MO Erterprise Mobiliy Management Suite: environment and loT eco-systems? Now is not to late!

Source: Gé
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/Source 1. Accenture Security — Gaining ground on the cyber attacker — 2018 State of Cyber Resilience |
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