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CYBERSECURITY SERVICES

LINE CARD

BlackBerry® Cybersecurity Services consulting engagements enable clients to secure their mission-critical
operations and manage their endpoints, workspaces, and identities within a Zero Touch, Zero Trust architecture.
Our consultants provide the in-depth knowledge and investigative experience organizations need to minimize their
cyber risk exposure and defeat persistent, well-funded attacks. Working together, we help clients address the full
spectrum of cybersecurity challenges and construct a strong and effective security posture utilizing prevention-
first methodologies.

BLACKBERRY CYBERSECURITY SERVICES

These consulting services do not require existing BlackBerry® software ownership.

MANAGED EXTENDED DETECTION AND
INCIDENT RESPONSE AND FORENSICS 10T/ EMBEDDED SYSTEMS RESPONSE (XDR)

Incident Response / Containment Automotive Systems Security Assessment CylanceGUARD® Essentials
Incident Response Retainer loT / Embedded Device Penetration Testing CylanceGUARD Advanced
Compromise Assessment loT / Embedded Cloud Security Review
Forensic Analysis Secure Design Review
Ransomware / Bitcoin Negotiation Hardware / Firmware Forensics

Business Email Compromise Assessment

RED TEAM TRADITIONAL RED TEAM SERVICES ATTACK SIMULATION STRATEGIC SERVICES

Internal Penetration Test Adversary Simulation Threat Modeling
External Penetration Test Breach Simulation Security Transformation
Wireless Penetration Test Custom Attack Simulation Virtual CISO (vCISO) Consulting
Cloud Security Assessment Purple Teaming Incident Response / Playbooks Development
Firewall Assessment Incident Response Readiness Assessment
Host Configuration Review Incident Response Tabletop Exercise
Web Application Penetration Assessment Security Program Gap Assessment
Mobile Application Security Assessment Security Technology Assessment
Phishing Assessment Security Operations Center (SOC) Assessment
Code Review Risk Assessment
Physical Security Assessment Custom Staff Augmentation




PRODUCT IMPLEMENTATION SERVICES

BlackBerry experts can assist with design, implementation, deployment, and post-deployment staff
augmentation across many solutions.

CYLANCE ENDPOINT BLACKBERRY SPARK UNIFIED ENDPOINT MOBILE CONTENT
SECURITY SUITE MANAGEMENT (UEM) SUITE MANAGEMENT (MCM)

. . ) BlackBerry Spark® UEM Express Suite BlackBerry® Workspaces QuickStart
®
Cylance® Endpoint Security Suite QuickStart (Cloud or On-Premises) (Cloud or On-Premises)
CylancePROTECT® BlackBerry Spark® UEM Suite QuickStart

(QuickStart or Health Check) (Cloud or On-Premises) BlackBerry Workspaces Configuration Check

CylancePROTECT and CylanceOPTICS®
(QuicksStart or Health Check)

CylancePERSONA™
(QuickStart or Health Check)

. . BlackBerry Workspaces SSO Deployment
Resident Expert Staff Augmentation (SAML and ADFS)

BlackBerry Workspaces Installation

BlackBerry Workspaces

Resident Expert On-Premises Upgrade

TO LEARN MORE

For more information about BlackBerry Cybersecurity Services, please request a consultation. If you need
Emergency Incident Response and Containment support, please fill out the form or call +1-888-808-3119 for
immediate assistance.

ABOUT BLACKBERRY

BlackBerry (NYSE: BB; TSX: BB) provides intelligent security
software and services to enterprises and governments around

the world. The company secures more than 500M endpoints
including 235M cars on the road today. Based in Waterloo,
Ontario, the company leverages Al and machine learning to deliver
innovative solutions in the areas of cybersecurity, safety and data

privacy solutions, and is a leader in the areas of endpoint security
»>

management, encryption, and embedded systems. BlackBerry's =2 BlaCkBelTy

vision is clear — to secure a connected future you can trust.
BlackBerry. Intelligent Security. Everywhere. Intelligent Security. Everywhere.

For more information, visit BlackBerry.com and follow @BlackBerry.
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