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Executive Summary

There is a good chance you and your organization will never forget the year 2020. The past 
year, full of challenges on multiple fronts, introduced significant change and forced many 
information security and IT managers to make tough decisions. We saw organizations shift 
their entire landscape in a matter of days or weeks, only to realize months later that they 
may never return to the previous state. If this sounds like your organization, or one you 
know, welcome to the new normal.

From the coronavirus pandemic to scaling to 100% remote workforces to significant 
security breaches at both ends of the calendar, it can be hard to keep up with the changes 
the industry has endured. Luckily, our survey was right in the thick of it. In this whitepaper, 
we are going to analyze the results of our SANS 2021 Endpoint Survey to get an idea of just 
how much has changed in the past year.

Some of our key takeaways from this year’s survey include:

•   The COVID-19 pandemic forced many organizations to become remote, with 82% 
reporting at least half of their operations are remote. More than half of that pool are 
at least 90% remote, indicating the largest statistical shift this survey has witnessed.

•   Respondents indicated that IoT and BYOD endpoints (41% and 36%, respectively) are 
included in their organization’s security risk profile but not centrally managed. We 
do not like this exposure!

•   More than half (54%) of respondents indicated that if a device is off the corporate 
network, they have zero visibility and cannot collect data such as logs for security 
incidents.

•   For possibly the first time, browser-borne threats (60%) were a more common entry 
vector than spear phishing (54%) or credential theft (49%). 

•   Approximately 44% of respondents indicated that they did not suffer an endpoint 
intrusion over the past year. We love to see this number climb every year!

•   Nearly half of respondents (45%) indicated that their organizations are using central 
or remote custom scripts to detect incidents, indicating a healthy shift toward 
customized detection capabilities.

Not only do we compare this year’s results against previous years’ surveys, but we also 
encourage you to compare this year’s results to your organization. Consider this as an 
industry barometer that can help inform plans for improving security at your organization. 
Our SANS surveys do a thorough job of collecting data points from a wide range of 
respondents, many of which are likely within your industry or geography. That said, 
remember to factor your environment’s uniqueness into your future security posture.
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As always, operations in the United States represented our most extensive respondents’ pool 
at nearly 75%. However, we also saw a fair amount of international exposure, with Europe and 
Asia rounding out the top three regions. Figure 1 provides a snapshot of the demographics for 
the respondents to the 2021 survey.

 

A New Landscape

It is no surprise that the landscape of 
endpoint security differs significantly 
from last year’s survey. At the top of 
everyone’s mind is the obvious: How 
has the coronavirus impacted this 
industry? In most discussions that we 
had with organizations—both inclusive 
and separate from this survey—many 
saw rapid movement from on-premises, 
centralized networks to distributed, 
remote users relying on home internet 
networks. We asked this question 
specifically (see Figure 2).
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Figure 1. Demographics of 2021 Endpoint Survey Respondents

What percent of your workforce is now primarily working remotely using computer access 
to resources? Use the date (March 11) when the World Health Organization declared this a 

pandemic as your reference point. Please estimate each to the nearest  percentage.
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Figure 2. Percentage of Workforce Using Remote Computer Access Due to Pandemic
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The results are staggering, but expected: A significant 
percentage of respondents saw their environments 
shift to remote work. Before March 11, 2020, only 13% of 
respondents reported having at least half of their workforce 
remotely accessing resources. After the declaration 
of the pandemic, that number shot up to 82%. This 
shift represents the most extensive data shift we have 
experienced in this survey’s history.

Interestingly, the percentage of unknowns declined more 
than 15%. Our positive observation is that moving to remote 
operations forced organizations to increase endpoint 
visibility and awareness. Our next step is to consider just 
how large these environments are and if endpoints are 
centrally managed. After all, some organizations were able 
to move to remote operations swiftly due to their smaller 
size and/or earlier adoption of remote work. For others, 
with numbers of endpoints in the tens or hundreds of 
thousands, the shift was likely gradual.

In this year’s survey, the largest representation came from environments 
that had between 1,000 and 2,499 endpoints, making up 18% of our 
respondent pool (see Figure 3).

Approximately 5% of survey 
respondents represented the largest 
endpoint pool of more than 500,000 
endpoints. We have a hard time 
imagining the level of effort needed 
to move half a million endpoints 
to remote operations—although it 
was likely not all endpoints. These 
days, most environments are a 
collection of laptops and desktops 
(some corporate-owned, some BYOD), 
servers, cloud systems, IoT, and critical 
devices. We explored this further, 
asking respondents for insight into 
what types of devices comprise their 
environment. Furthermore, we also 
wanted to understand if those devices 
are centrally managed and included in 
security/risk management programs.

To examine respondents’ data better, let’s break this data into three sets. 
Figure 4 provides the first set: devices covered by centralized endpoint 
management that are also part of the security/risk management program.

Figure 3. Endpoints Under Central Management

How many endpoints are under centralized management?
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Figure 4. Endpoints Connected to 
Corporate Network(s), Centrally Managed, 

and Included in Security/Risk Profiles
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As expected, employer-owned 
desktops and laptops had the highest 
representation at 84% and 86%, 
respectively. Employer-owned mobile 
devices rounded out the top three, at 
63%, signaling that employer-owned 
devices are often equipped with 
endpoint agents and other software, 
allowing centralized management. 
We were pleased to see cloud-based 
systems, at a little more than 61%, 
included in this category. Many 
organizations that had to make shifts 
last year relied on cloud systems, and 
seeing those included in risk profiles 
and being centrally managed is a 
healthy sign of implementation.

Figure 5 looks at our second set of 
data from this group: endpoints in a 
security/risk profile that are  
not centrally managed.

The data in Figure 5 represents some of the most 
significant exposure that respondents face. IoT, 
employee-owned laptops, and BYOD mobile devices (at 
41%, 36%, and 36%, respectively) are 
three of the four highest groups within 
this subset of data. While we are 
always concerned when a potentially 
risky device is not under management, 
even worse are the potential 
ramifications. At SANS, we have 
compiled multiple whitepapers on IoT 
devices’ growth and potential security 
concerns inside corporate networks, 
and we feel this survey bolsters those 
predictions. Furthermore, employee-
owned laptops and BYOD mobile 
(essentially, both are BYOD) devices 
connected to corporate networks 
create an enormous security risk.

Finally, let us examine endpoints 
that are centrally managed but not 
included in respondents’ security risk 
profiles (see Figure 6).

Figure 5. Endpoints Included in Security Risk Profiles but Not Centrally Managed

What devices are connected to your network and included in your security risk profile,  
but NOT centrally managed?
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Employee-owned (and thus, employee-managed) devices connecting 
to a corporate network represent a significant risk to the organization. 
These devices should be segmented and placed in a higher security 
group, especially when they lack centralized management.

Figure 6. Endpoints Centrally Managed but Not Included in Security Risk Profiles

What devices are connected to your network and centrally managed,  
but NOT included in your security risk profile?
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We expected to see fringe endpoint categories in this data, such as wearables and 
printers (at 65% and 15%, respectively). We did have one surprise in this data though: 
point-of-sale (POS) devices came in at a whopping 58%. This made us pause. POS 
devices have typically represented a risk to organizations, especially in the form of 
credit card breaches. However, PCI compliance has moved much of the industry to 
the use of encrypted devices, eliminating a potential threat for credit card theft. We 
hope that this statistic represents exactly that—endpoint devices have dropped out 
of security risk profiles as they have eliminated a potential breach vector. We love 
when data proves that compliance is (hopefully) working.

Another issue that arises from a lack of endpoint central 
management is the ability to monitor and investigate 
security incidents. In previous years, a managed device 
would need to be powered off to prevent data collection. 
However, in these new times, the need for VPN or remote 
connectivity adds additional complexity. We asked 
respondents to focus on collection from devices outside of 
the normal corporate network. See Figure 7.

Approximately 20% of respondents indicated that off-
network assets cannot collect logs, while 34% indicated 
devices must be connected to a VPN to collect evidence. 
Approximately 10% are unknown. This represents a 
significant risk to organizations—more than half (54% 
aggregate plus 10% unknown) of respondents are effectively in the dark if their 
endpoint devices are not connected to the network. Only 25% are using endpoint 
monitoring solutions that have cloud- or DMZ-based servers, allowing for data to 
be captured even if devices are off the corporate network.

We cannot stress enough the potential impact of these results. With the 
aforementioned shifts to remote work, organizations must be reconsidering how 
they maintain visibility into their endpoints. Central management only goes so 
far if it is limited to the corporate network. If your security posture is currently 
centered around mandatory VPN connectivity, it might be time to reconsider 
implementations to one that better 
supports a remote workforce.

On the heels of these results, the 
survey also asked respondents how 
long it takes for their organizations 
to push changes out to all endpoints 
under centralized management. A 
slim majority (52%) of respondents 
can push out changes within 72 
hours, while another 18% require as 
much as a week. See Figure 8.

More than half of respondents did 
not include POS devices in their 
security risk profiles. This is likely 
due to implementation of encryption, 
allowing them to focus resources on 
other, higher-risk endpoints. Is your 
organization experiencing the same?

Watch this logging statistic in the future. 
Currently, 25% of respondents do not 
require a VPN to collect endpoint logs. 
However, this number should grow, as 
more endpoint solutions move toward 
cloud-friendly operations.

Figure 7. Endpoint Log Collection
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connected to VPN

   Can collect logs because 
VPN connections are 
enforced at all times when 
off network

   Logs are collectable without 
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Do you currently collect logs from endpoints, such as laptops or 
desktops, when they are outside of the normal corporate network? 

Select the most applicable response.
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Figure 8. Length of Time to Push a Change to Centrally Managed Endpoints

How long does it take to push a change to all endpoints under centralized management?
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Considering all that occurred in 2020, these time frames are not surprising. Many 
organizations are dealing with thousands, sometimes tens or hundreds of thousands, of 
endpoints. Remote operations often strain change management, and we applaud those 
implementing as fast as they can. We did not expand this question further to quantify 
security versus operational changes, but we hope these numbers accurately reflect both.

Annually, there are always survey results that make us pause and reflect on years past. 
The one statistic that often causes this pause is the number of “unknown” responses we 
receive for multiple categories. As shown in Figure 8, approximately 9% of respondents 
did not know how long it took to push a change to all endpoints under centralized 
management. Given the size of remote operations these days, this lack of awareness 
can be detrimental to security efforts. (Note: We will reflect on the unknowns in other 
categories going forward, because there are sometimes notable percentages that 
represent visibility gaps or lack of environmental awareness.)

It is easy to look at survey data and find flaws in respondents’ answers. However, we are 
aware that many organizations face daily challenges that can halt even the best-laid 
plans in their tracks. The pandemic forced many to move to remote operations; it did not 
open new funds for head count, software, or 
hardware to help make that move easy. Our 
survey asked respondents to identify their 
key barriers and/or enablers in the past year 
(see Table 1).

As expected, the largest barrier, at 45%, 
was budget and management support. No 
surprise there—budgets are crafted in prior 
quarters or years, and cannot always account 
for sudden, global pandemics. We were also not surprised to see automation as another 
barrier, at 38%. The topic of automation and integration is one that SANS has explored for 
many years, and finding the right balance is always a tough topic. Pandemics do not make 
that search any easier.

We were happy to see, though, that performance was regarded as an enabler, with almost 
40% of respondents reporting as such. This is a huge turnaround from previous years, 
where bloated endpoint agents have been major showstoppers, bringing systems to a 
halt with a simple scan or policy change. We were also surprised to see that the ability 
to correlate data into useful information was almost an equal barrier and enabler, at 
approximately 34%, respectively. This split seems to indicate that even with central 
endpoint management, not all organizations can find value in the data reporting. How 
does this bode for potential incidents and security concerns?

Table 1. Key Barriers and Enablers to Effectively Implementing Endpoint Security

Barrier BothEnabler

Skills required to operate tools 32.9% 34.8% 28.0%
Budget and management support 45.1% 25.0% 25.6%
Automation and interoperability across tools 38.4% 32.9% 24.4%
Ease of acquiring needed data 35.4% 36.0% 23.8%
Correlating data into useful information 34.1% 33.5% 27.4%
Performance 22.6% 39.0% 29.3%
Other 1.2% 4.3% 8.5%
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A Year of Breaches

We have spent a considerable amount of this report focused on how the pandemic 
changed the endpoint landscape. Unfortunately, it was not the only external pressure 
in 2020. The past year also provided the industry with multiple security 
incidents and data breaches. In January 2020, we experienced a 
zero-day attack that allowed for remote code execution on popular 
remote access devices.1 In December 2020, a data breach of one of the 
largest IT software providers put thousands of organizations on high 
alert.2 In between, the year was full of critical CVEs, zero days, and the 
omnipresent ransomware threat. Figure 9 shows how respondents fared 
from an incident perspective.

Approximately 37% of respondents indicated that they had experienced 
endpoint access by an attacker within the past 12 months. We always 
expect some number of attacks to be reported, but we’re happy to see 
that only slightly more than a third confirmed unauthorized access. 
What surprised us more was that nearly 44% of respondents did not 
experience an endpoint attack. That is great! Hopefully, this number 
climbs year after year.

Of course, we remain disappointed with the nearly 19% of our respondents who indicated 
they simply did not know. We will not continue to focus on the unknowns, but as you walk 
through the next few data points, be sure to compare our respondents’ answers with your 
own visibility. This is a consistent issue every year, and we hope these numbers decrease 
in the future. Visibility 
is crucial for effective 
incident response.

We also asked 
respondents to provide 
data on the number 
of incidents they had 
detected in the past 12 
months, with a healthy 
majority (62%) reporting 
fewer than 50 incidents 
(see Figure 10).

Given some of the data we have seen in previous years, we will happily take these 
numbers. Oddly enough, we had a small gap in the higher end of numbers, with 3% of 
respondents reporting more than 500 incidents in the past 12 months. We hope that this 
number of incidents correlates to environment size, not a lack of security controls.

1   A Quick Update on Scanning for CVE-2019-19781 (Citrix ADC/Gateway Vulnerability) (sans.edu)  
https://isc.sans.edu/forums/diary/A+Quick+Update+on+Scanning+for+CVE201919781+Citrix+ADC+Gateway+Vulnerability/25686/

2   SolarWinds Breach Used to Infiltrate Customer Networks (Solarigate) (sans.edu) 
https://isc.sans.edu/forums/diary/SolarWinds+Breach+Used+to+Infiltrate+Customer+Networks+Solarigate/26884

Figure 9. Endpoint Intrusions in 
the Past 12 Months

  Yes

  No
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Have any of your endpoint systems been accessed 
by attackers (involving unauthorized access, 

malicious files/processes, APTs, or other malicious 
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Figure 10. Incidents Detected in 
the Past 12 Months
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https://isc.sans.edu/forums/diary/SolarWinds+Breach+Used+to+Infiltrate+Customer+Networks+Solarigate/26884
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Because we wanted to understand these 
incidents better, we asked respondents 
to provide insight into the entry vectors 
used for the incidents reported (see 
Figure 10). Surprisingly, the most common 
delivery mechanism, at nearly 60%, was 
browser-based threats. See Figure 11.

This caught us off guard. For years, social 
engineering and spearphishing (54%) 
has remained one of the primary entry 
vectors into respondents’ environments. 
Credential theft (49%) rounded out the 
top three entry vectors. Interestingly, 
despite a year of record-breaking 
breaches and CVEs, known and unknown 
vulnerabilities ranked fourth and fifth. 
We had anticipated these numbers to 
be higher, especially because many CVEs in 
2020 impacted endpoints specifically.

Toward the bottom end of entry vectors remained physical devices. While the 
concern of malicious physical devices may never cease, we have seen it decline 
year over year as organizations move to different models for computing. Cloud-
based assets, laptops with limited USB capabilities, and a lack of employee 
needs for local data access should continue to drive down this number.

Detection and Response Done Properly

Detecting an incident is only half the battle. How an organization responds 
to said incident is the metric that many rely on for improvement. We took the 
same approach, focusing nearly half of the questions in this 
year’s survey on how organizations detect and respond to 
incidents. We recommend utilizing the SANS six-step incident 
response process to gauge your effectiveness. This a cyclical 
process that helps illustrate the steps necessary to remove an 
attacker from your environment (see Figure 12).

The cyclical process depicted is one that should also drive 
growth and institutional knowledge within an environment.  
In this survey our questions geared toward how organizations 
respond to an incident, but the long-term goal should be 
as much prevention as possible. Of course, the more your 
security team learns from metrics (such as the ones we  
cover next), the more chances you have to make  
prevent-first improvements.

Figure 11. Incident Entry Vectors for 
Endpoints Impacted by Incidents

For the affected endpoints, what was the attack’s delivery vector?

Credential theft or compromise

30.6%
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8.3%
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20.8%
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(has published CVE)
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Aligning your metrics with the SANS six-
step incident response process allows 
for a standard by which to measure your 
incident handling effectiveness. If you 
find one step is slower than the others, 
that might be the place to consider 
investment and resource growth.
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Recovery
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Figure 12. SANS Six-Step Incident Response Process
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We will begin by focusing on the 
identification and containment 
stages, perhaps the two most 
crucial for identifying and scoping 
an organization’s incident. The 
latter steps within the process are 
rendered useless if scoping and 
containment are not sufficient. 
And, as many would expect, these 
two stages rely heavily on visibility 
into the environment. After all, you 
cannot scope what you cannot see.

In previous sections we examined 
where organizations suffered 
visibility gaps; in this section, we 
will look for successes based on 
that visibility. We asked respondents 
what tools were utilized in 
detecting compromises within their 
environment (see Figure 13).

Given this survey’s primary topic, we 
were pleased to see that endpoint 
detection and response (EDR) held 
as the most popular data source, at 
52%. The top six tools/services were 
rounded out with the usual suspects, 
including traditional (38%) and 
next-gen (47%) antivirus, application 
whitelisting (27%), and automated 
alerts from logging (39%) and SIEMs (42%).

As the seventh most popular source, a surprising entry on this list was the 
manual review of endpoint data (25%). We were surprised to see that, given 
the automated, alert-based approach of the previous six responses. We 
hypothesize this could speak to the complexities of some of the breaches 
our respondents faced, indicating that manual review was needed to 
uncover the incident thoroughly.

Which tools/services detected the compromise? Select all that apply.

SIEM-based alerts
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25.0%
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21.9%

20.3%
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Security-as-a-service (SecaaS) or managed 
security service provider (MSSP)

Anti-exploitation features—EMET/Exploit Guard

Threat intelligence

Other

SIEM searches (manual)

Manual review of endpoint data

Network data analysis: Application layer 
transaction data (Bro/Zeek, etc.)

Endpoint protection platform (full service)

Notified by third party

Network data analysis: Raw packet capture

Standard operating system logs

Antivirus: Traditional signature-based

Extended logging programs such as Sysmon 
or the Linux auditing system (audited)

Application whitelisting or blacklisting

User and entity behavior analytics 
(UEBA) anomaly detection

Antivirus: Next-gen (includes indicators of 
compromise [IoCs], intelligence, machine learning)

25.0%

37.5%

46.9%

51.6%

42.2%

26.6%

Automated alerts from logging system

Endpoint detection and response 
(EDR) software/services

0% 10% 30%20% 50%40%

Figure 13. Tools/Services Used to 
Detect Compromises
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Speaking of manual analysis, incident detection is not always 
a game of reaction. As we have written about in multiple 
surveys and whitepapers, threat hunting is another common 
means that organizations will use to proactively detect threats, 
hopefully before attacks can cause too much damage. We 
asked respondents about their take on proactive incident 
discovery, revealing that most incidents are detected in a 
reactionary manner. See Figure 14.

The numbers swing heavily toward fewer incidents detected 
via proactive threat hunting. Our respondents did provide 
a surprise bump though, with six organizations (9% of the 
respondent pool) indicating that they have an 81–90% success 
rate with threat hunting. This is another statistic we feel will 
only increase as time goes on and the industry continues to 
grow its threat hunting capabilities.

Some respondents also indicated that they are using custom 
methods to detect incidents. As shown in Figure 15, 73% are 
utilizing third-party tools, which likely offer some detection 
capabilities.

Even more interesting is the number of respondents 
who utilize centralized and local scripting (45% and 
42%, respectively) to detect incidents. This is perhaps 
some of the most exciting data in this year’s survey, 
because it indicates that organizations are (hopefully!) 
implementing their own custom detections. For years, 
we have advocated that out-of-the-box security 
solutions do not work; everything must be tuned to 
the environment in which it is implemented. Custom 
scripting, whether centralized or local, is a strong sign 
that organizations are fine-tuning their own needs.

Another capability crucial to incident 
detection and response is centralized 
collection and analysis of data. We 
have explored at length the need and 
representation of centralized endpoint 
management. Centralized endpoint data is 
no different. Our respondents were asked 
about this specific topic, and more than 
half (63%) indicated that they forward 
endpoint data to a centralized SIEM for 
analysis. See Figure 16.

What percentage of potential threats are detected 
through proactive discovery (actively interrogating 

endpoints or endpoint threat hunting)?

71–80%

4.7%

7.8%

20.3%

28.1%

15.6%

31–40%

0–10%

Unknown

21–30%

11–20%

51–60%

41–50%

81–90%

1.6%

3.1%

9.4%

1.6%

4.7%

3.1%

61–70%

91–100%

0% 5% 15%10% 30%25%20%

Figure 14. Percentage of Potential Threats 
Detected Through Proactive Threat Hunting

Figure 15. Use of Custom Detection Methods

   Third-party tools

   Centralized scripting such 
as PowerShell Remoting or 
Python via SSH

   Local scripts (PowerShell, 
Bash, Python, etc.)

   Other

Do you currently perform custom detection using any of the 
following methods? Select all that apply.

73.1%

44.6%

41.5%

3.8%

How are you analyzing and consolidating endpoint data for prevention  
and detection? Select those that most apply.

0% 40%20% 60%

Centralized EDR system management 
interface

36.9%

Other centralized control interface

Centralized intelligence platform

Third-party intelligence platform

Centralized log management platform

9.4%

29.4%

43.8%

63.1%

43.1%

23.1%

Manual searches through disparate 
security, intelligence and platform tools

Centralized SIEM interface

Figure 16. Ability to Consolidate and Analyze Endpoint Data
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Interestingly, in the third position, 43% of respondents rely on an EDR system 
management interface. We expected this to be a high value, potentially even in the 
second position. In the past few years, many endpoint vendors have increased the 
visibility and awareness built into their own platforms, allowing for a robust dashboard 
that can be used for analysis and reporting. Forwarding everything to a SIEM is not 
required, although it certainly helps correlating with other data sources. Conversely, we 
were surprised to see that 23% of respondents utilize a third-party threat intelligence 
platform for analyzing and consolidating endpoint data. Like EDR interfaces, this is 
likely a nod to the increased capability of third-party platforms.

That is not to say that an advanced EDR or intelligence platform is necessary. In 
fact, many of our respondents utilize their SIEMs to enrich endpoint data to assist 
in incident detection. The most popular 
correlation, shown in Figure 17, is DNS requests 
with endpoint logs (54%).

Tied for a close second are importing GeoIP 
data and user details, such as account 
privileges and/or roles. This is perhaps the 
most impactful chart from this year’s survey—it 
shows that simply collecting data alone is not 
enough. Data must be enriched and correlated 
to provide value. We’ve written multiple papers 
and held webcasts on the value of DNS data, 
and it looks like our respondents noticed.

On the topic of endpoint data collection, we 
also recognize that oftentimes servers and desktops are treated differently from a 
security perspective. Our respondents agreed, with 36% indicating that they collect 
more data from servers than from desktops. See Figure 18.

Unsurprisingly, the top three answers were 
rounded out with extensive logs (24%) and 
only server logs (15%). What did catch us by 
surprise was that 11% of respondents indicated 
that they collect very minimal logs from both 
servers and desktops. Why were we surprised 
by this? Because the value of historical 
evidence to properly respond and scope an 
incident cannot be understated. Without the 
ability to search and correlate across the 
environment, security teams might be missing 
key details that prevent them from successfully 
eradicating a threat.

Many modern endpoint solutions 
offer robust dashboards that 
combine endpoint management 
with threat intelligence and/or other 
lookups. This is a great feature, but 
not necessary. Use your SIEM to 
bring together multiple sources and 
achieve the same benefit.

What log enrichment techniques are you using to enhance endpoint  
detection capabilities? Select all that apply.

0% 40%20% 60%

Look up user information such as privileged 
user identification or key roles

50.4%

Calculate length checks of field data

Bring in autonomous system number (ASN)/
AS Organization Name information

Automatic decoding and analysis of content 
such as Base64 encoding in PowerShell logs

Bring in GeoIP information

13.9%

28.7%

51.3%

53.9%

51.3%

20.9%

Automatically showing or appending log 
context of one log source to another without 

the need to pivot between data sources

Bring in DNS request related to network 
sockets in endpoint logs

Figure 17. Techniques for 
Enriching Endpoint Data

How would you describe your centralized log collection strategy for  
servers vs. desktops? Select the best answer.

0% 20%10% 40%30%

We collect only server endpoint logs.

11.2%

Unknown/Unsure

We collect both servers and endpoint logs, 
but more logs from desktops.

We collect only desktop endpoint logs.

We collect extensive logs from nearly all 
endpoint types.

3.1%

8.7%

24.2%

36.0%

14.9%

1.9%

We collect very minimal logs.

We collect both servers and endpoint logs, 
but more logs from servers.

Figure 18. Strategies for Centralized Log 
Collection from Servers vs. Desktops
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Security concerns aside, logs are useful for environment 
awareness and visibility. As we explored in a previous 
section, a remote workforce presents challenges for 
many organizations that can collect data only when an 
asset is online and connected to the corporate network. 
Without connectivity, and a lack of data collection, the 
information security team might truly be in the dark 
about what assets are doing with company data.

For example, we asked respondents about their ability to 
correlate specific users to endpoints and servers for the 
purpose of incident detection and response. As shown 
in Figure 19, 22% were able to correlate this data at least 
91% of the time.

But look at the lower end—many respondents had 
limited success in performing this correlation, with 
nearly a quarter unable to do so half of the time. 
Disappointingly, we also saw a 19% representation of 
organizations that did not know if they could correlate a 
user to an endpoint and/or a server.

Visibility Leads to  
Successful Remediation
The previous handful of data points prove one thing: 
Without proper visibility, correlation, and awareness, 
incident scoping and containment becomes extremely 
difficult. This can lead to incomplete incident 
remediation, ineffectively removing the attacker from 
the environment. We will look to remediation, hoping 
our respondents were able to recover from the incidents 
they experienced.

First looking at processes, we asked our respondents 
to identify their standard approach for remediating 
endpoints. We assessed both processes and 
effectiveness, which provided some very interesting 
results, shown in Figure 20.

The most common and effective technique, per our 
respondents, is to simply wipe the system and reimage. 
We could write a separate whitepaper discussing whether 
or not that is the best approach, but we will leave our 
results as they are. We were also pleased to see that 
most respondents (43%) indicated they were “very 
effective” in wiping and reimaging, a process that can be 
standardized and IT help desks can easily execute on.

Figure 20. Efficacy of Remediation Processes

What is your standard remediation process for compromised 
endpoints, and how effectively are these processes carried out?

50%

40%

30%

20%

10%

0%

 Wipe and re-image        
 Surgically isolate and clear artifacts without re-imaging        Other

Very effectively

42.9%

5.5%

16.0%

Effectively

44.8%

10.4%

44.2%

Not effectively

9.8%

3.7%

25.8%

What percentage of the time are you able to tie  
specific users to endpoints and servers they access  

when needed for detection and response?  
Please indicate the closest percentage.

71–80%

4.3%

4.9%

5.5%

4.3%

19.0%

31–40%

0–10%

Unknown

21–30%

11–20%

51–60%

41–50%

81–90%

5.5%

6.7%

12.3%

22.1%

11.7%

3.7%

61–70%

91–100%

0% 5% 15% 20%10% 25%

Figure 19. Ability to Correlate Users to Endpoints 
for Incident Detection and Response

Is it a surprise that organizations were not able to effectively 
isolate and remove artifacts, when many respondents indicated 
that they did not have logging, enrichment, and/or visibility into 
their environment? Likely not! These steps in the IR process are 
directly influenced by one another, and our data proves visibility 
is crucial for effective remediation.
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Surgically isolating and clearing artifacts, however, is a task that is much 
more intricate and requires analysts’ hands-on security knowledge. We 
were not surprised to see this remediation method as ineffective. It 
relies on ultimate visibility and knowledge of attacker activities—even 
missing one artifact can allow an attacker back 
into an environment.

Keeping our focus on the remediation processes, 
we also asked respondents for insight on how 
automated their remediation processes are for 
endpoints. Keeping in mind our earlier discussion 
about geographic dispersion and remote 
workforce, we had little expectation for significant 
automation in this year’s survey. See Figure 21.

Only 14% of respondents have fully automated remediation capabilities, 
while a little more than half (51%) have partly automated. A little less 
than a third of respondents have no automation whatsoever, requiring 
a security analyst or hands-on IT professional to assist in remediation. 
This is not necessarily a bad approach, but can impact remediation 
efficacy and timeliness.

Finally, we also polled 
respondents on their level of 
difficulty for certain remediation 
processes (see Table 2).

Approximately 12% regarded 
hunting for compromise 
endpoints without indicators 
of compromise (IoCs) as an 
impossible task, but scanning for 
compromise with known IoCs as 
the easiest task (58%). These results have a hard truth baked inside 
them: Many organizations are still dependent on IoCs, either from alerts 
or a third-party source, to guide detections. This might represent a 
wake-up call that incident detections rely too heavily on known IoCs, 
and attackers are able to slip under the radar with evasive and hard-to-
detect techniques. Hopefully, next year will tell.

Table 2. Difficulty of Remediation Activities

Impossible EasyDifficult

Detecting and remediating compromised endpoints in the cloud 7.3% 41.5% 29.9%
Determining scope of a threat across multiple endpoints  3.7% 51.8% 33.5%
Scanning for compromised endpoints with known IoCs  3.7% 29.3% 57.9%
Hunting for compromised endpoints without known IoCs  12.2% 48.2% 26.8%
Identifying what data has been impacted on breached endpoints 8.5% 59.1% 20.1%
Preventing inadvertent data loss during wipe  6.7% 40.9% 31.7%
Removing all malicious artifacts on endpoints  4.3% 43.3% 38.4%
Ensuring full remediation across all impacted endpoints  5.5% 53.7% 25.6%
Other  0.6% 5.5% 3.7%

How automated and scalable is your remediation process for endpoints?

0% 30%20%10% 50%40%

Not automated (manual cleaning, 
wiping processes done on premises)

Partly automated (able to push 
out some repairs to some, but 

not all, types of endpoints)
51.3%

14.4%

31.9%

2.5%Unknown/Unsure

Fully automated (able to remediate 
and verify across all impacted 

endpoints with push technologies)

Figure 21. Remediation Process Automation



15SANS 2021 Endpoint Monitoring in a Dispersed Workforce Survey

Conclusion

Our annual endpoint survey is a helpful barometer for assessing the current state of 
endpoint security. This year’s survey was impacted by so many exterior forces, the largest 
being the coronavirus pandemic. This global pandemic created no shortage of challenges 
for IT security and infrastructure professionals, driving most organizations to become 
remote-only operations in a matter of days or weeks. Add to that a year of significant 
breaches, vulnerability disclosures, and threat actor movement, and our security teams 
certainly stayed busy.

Despite these external forces of change, we were pleased to see many positive results in 
the survey. Many organizations did not suffer significant endpoint intrusions, hopefully 
allowing their teams time to focus on bolstering their security posture. For organizations 
that did experience incidents, we saw commendable upticks in detection and remediation 
processes. Enterprises are quite large these days, and we simply cannot expect everything 
to run smoothly.

Finally, we were also pleased to see that organizations have started taking detections into 
their own hands—and to be blunt, taking them seriously. We saw great indications that 
organizations are enriching their endpoint data sources and relying on third parties to 
help provide context and IoCs. Many organizations are also utilizing remote and/or local 
options to perform custom detections, relying on their knowledge of the environment to 
build custom tools. We love it all! Each year, we hope to see growth in the right areas that 
indicate environments are fine-tuning their security posture. We just need to work past 
the groups of unknowns—visibility and awareness are key!
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