== BlackBerry Laying a Minefield for Attackers
R ERVAN N = Rob Collins

Director of Sales Engineering - APAC

*2:BlackBerry. | C Y L NNTC E.



Agenda

« Attack lifecycle and MITRE ATT&CK Framework

* CylancePROTECT strategies

* CylanceOPTICS strategies

« Bringing it all together to lay the minefield — live demo
« Q&A

Notes:
This will be recorded
The slides will be made available
The webinar is eligible for 1 CPE credit in the (ISC)2 Program

*2:BlackBerry. | _ v L NNC E



The information in this presentation is confidential and proprietary to Cylance® and may not

be disclosed without the permission of Cylance. This presentation is not subject to your license agreement or

any other service or subscription agreement with Cylance. Cylance has no obligation to pursue any course of
ﬁ business outlined in this document or any related presentation, or to develop or release any functionality

mentioned therein.

This document, or any related presentation and Cylance's strategy and possible future development, product,

and/or platform direction and functionality are all subject to change

Safe and may be changed by Cylance at any time for any reason without notice. The information
on this document is not a commitment, promise, or legal obligation to deliver any material, code, or
H b functionality. This document is for informational purposes and may not be incorporated into a contract.
a r O r Cylance assumes no responsibility for errors or omissions in this document.
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“Perfect is the enemy of good”

-Voltaire
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Initial compromise

» Spear phishing
email with custom
malware

« 3 party app exploit

* Web vulnerabilities
exploit

Attack Lifecycle

e Backdoor variants
* VPN subversion
 Sleeper malware

Maintain
persistence

Establish foothold Escalate privileges

* Custom malware » Password cracking
* C2 * Pass-the-hash
» Application
exploitation

Internal recon

* Critical system
recon

« System, Active
Directory, and user
enumeration

* Net use commands
* Reverse shell access

Move laterally

Complete mission

« Staging servers
» Data consolidation
» Data theft
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Attack 101

Code

ldentity

Denial of Service

Malware
Exploits
Scripts
Admin tools
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CylancePROTECT

Malware: Auto Quarantine

Policy > Edit Policy Details

Edit Policy Details

Policy Name: Default

File Actions

File Type

itine with Execution Control Al antine with Execution Control

EXECUTABLE
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Memory Actions

Memory Protection

Exclude Executable Files (relative paths only)

\Windows\System32\WerFault.exe a
y a I l C e \Windows\SyswOWe4\WerFault.exe '
\Windows\System32\sdclt.exe| ‘

VIOLATION TYPE IGNORE TERMINATE

» Exploitation O O
Stack Pivot
Stack Protect

Exploits:

RAM Scraping
[
Memory Protect
» Process Injection
Remote Allacation of Memory
Remote Mapping of Memory
Remote Write to Memory
Remote Write PE to Memory
Remote Overwrite Code
Remote Unmap of Memory
Remote Thread Creation
Remote APC Scheduled
DYLD Injection (macOS and Linux only)
scalation
LSASS Read

Zero Allocate
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CylancePROTECT

Scripts: Script Control

Script Control

Script om maliciou running en their dev

Agent Version

1370 and below

1380 and above
Disable Script Control

la

Disabled

s and add to the beloy

\netlogon',

\program file

ilable for Agent Version 1310 and higher,

ript Control is enab
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CylanceOPTICS

SEVERITY RULE

JRATscriptlaunch
. o Rundll Javascript Invocation
Scripts: Script Intent
Fileless Powershell Malware
Java MSF Payload

Powershell Download

Hidden Powershell Execution

Mon RFC1918 Connection by script

One-Liner ML Module

Office DDE to Script Interpreter (MITRE)
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CylanceOPTICS

SEVERITY RULE

Medium Account Discovery (MITRE)

Account Discovery macOS (MITRE)

I d e nt ity: O bta i n Metwork Share Discovery - Windows (MITRE)
C re d e nt i a I S Credentials in Registry (MITRE)

Credential Dumping (MITRE)

Account Discovery - Windows (MITRE)

Kerberoast (MITRE)
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CylanceOPTICS

Admin Tools

SEVERITY

VITRE)

MITRE)

(MITRE)

ent (MITRE)

1ITRE)
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Demo
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Questions

—— w —

Answers
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