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Hacking Exposed
See Stuart and Brian LIVE at RSA 2019!

Wednesday, Mar 06 08:00 A.M. - 08:50 A.M.

Session Code:

KEY-W02S

Hacking Exposed: LIVE—Bypassing NextGen

Monday, Mar 04 2:15 PM - 2:45 PM

Session Code:

SEM-M03

Emerging Threats: 

Combatting the Scourge of Fileless Attacks



• Obfuscation
• Tools, Methods and Techniques

• Weaponization
• Macros

• Something interesting…

Agenda



Why obfuscation and weaponization

• Bypassing of Controls

• Anti-analysis

• Social Engineering is 
Easy 

• #1 Vector is Spam/Phish

• It works!!!!!!



Command Obfuscation

• Why obfuscate?

• Tools and Methods

• Manual Methods
• Notables (DDE, etc.)

• Toys
• Invoke-Obfuscation



Examples:



Hands On
With Script 
Control and 
Optics!
Blocking Fileless Attacks 
with Cylance



Weaponization

• APT32
• Macros: Document 

Creation



Examples:



Hands On!
Weaponization



Oh, one more 
thing…



Next Hacking Exposed:
March 14th

www.cylance.com/webinars
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