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any material, code, or functionality. This document is for informational purposes and may not be incorporated into a 

contract. Cylance assumes no responsibility for errors or omissions in this document.
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▪ 20+ year security career

▪ Leads the Cylance Consulting team, experts in 
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▪ Formerly at Foundstone and McAfee/Intel
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P R E S E N T E R S



AG E N D A

The current state of incident response services

A case study of a real world attack

Why the contain and prevent approach is the future
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C U R R E N T  S TAT E  O F  I N C I D E N T  R E S P O N S E  S E R V I C E S

▪ How many repeated ransomware 

incidents have you had? 

▪ How many multiple variants of 

same malware have you had to 

deal with over the years?

▪ How many incidents have you 

done forensics and found out data 

was exfiltrated months before 

you detected it?

1 Source: Ponemon Institute | 2018 Cost of a Data Breach Study
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C U R R E N T  T H R E AT  L AN D S C A P E

The percentage of hosts we install on that have malware that 

previously went undetected…and un-prevented.

The percentage of spear-phishing that is now 

ransomware, up almost 800% since previous quarter 

(PhishMe).

The percentage of breaches that had a financial or espionage motive.

The percentage of malware that can be stopped with AI.
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I N C I D E N T  R E S P O N S E  V I C I O U S  C Y C L E

Threat actors gain access to 

your organization via malware, 

backdoor, and other exploits.

Sophisticated attacks 

bypass or evade existing 

security controls.

Organizations lose 

sensitive corporate data 

or become victims of 

ransomware.

Threat actors use 

backdoor to evade the 

investigation and gain 

persistent access.

Hours and weeks are spent 

in investigating the cause 

of the attack.

IT teams spend hours re-building 

or re-imaging of machines.
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COSTS FOR COMPROMISED ENDPOINTS

Source: 451 Research 2018
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E M O T E T  C AS E  S T U D Y

▪ ​Hundreds of versions of since 2014

▪ We have done 100+ incidents  of non-

Cylance customers 

▪ Aggressive spread

▪ Constant re-infection

▪ “The most costly and destructive 

malware affecting state, local, tribal, and 

territorial (SLTT) governments, and the 

private and public sectors," – costing 

governments up to $1M per incident1

Source: US-CERT Alert (TA18-201A)



Is There a Better Way?
Prevention Based 

Incident Containment

This IS the Future
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T H E  E V O L U T I O N  T O  P R E V E N T I O N

LEGACY

▪ One of the tools detects “something”

▪ Reactive

▪ Image the entire disk and/or memory

▪ Time consuming

▪ Large amount of data

▪ Requires hardware/appliances in 

environment for additional visibility

▪ Increase in capital costs

▪ “Seize all, find all”

PREVENTION-BASED INCIDENT CONTAINMENT

▪ No network taps or monitoring of egress points

▪ Assesses every endpoint 

▪ Leverage your software deployment to push out 

dissolvable scripts and/or through the agent

▪ Principle of least data

▪ Speed in analysis – we’re TWICE as fast!

▪ Use AI for detection of malware, PUPs and 

compromised credentials

▪ Containment with a single mouse click

Oxymoron?
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M AN A G I N G  R I S K

▪ Author Malcolm Harkins

▪ Describes changing risk environment and 

why a fresh approach is needed

▪ Discusses business risk from a broader 

perspective
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G E T T I N G  T O  AU T O M AT E D  &  M AN A G E D  P R E V E N T I O N

Risk

Cost

Where most of the

Industry Is Focused

Highest Risk

Highest Cost

Most Liability

Lowest Risk

Lowest Cost

Limited LiabilityPrevention Based 

Incident Containment
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W H AT  D O E S  P R E V E N T I O N  
L O O K  L I K E ?

▪ How do you quantify prevention? 

▪ How do you know your compromise has 

been contained? 

▪ How do you know there is NOT more 

malware out there? 
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Follow-the-sun, non-stop incident 

containment capabilities

G L O B AL  I N C I D E N T  
C O N TAI N M E N T  C O V E R AG E
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Y O U R  PAR T N E R  I N  P R E V E N T I O N

▪We are evolving the industry from incident 

response and monitoring to incident containment and 

prevention

▪Our practice is based upon making a difference for 

your company FIRST

▪Our goal is not to profit from your incident – we 

succeed together based upon a preventative 

approach
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QUESTIONS

A N D

ANSWERS
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Get to Containment
Contact us for your Incident Containment Readiness Assessment 

and free 1-hour consultation with one of our prevention experts. 

proservices@cylance.com

+1-877-973-3336

Learn more about our Incident Response

and Containment service:

rebrand.ly/contain


