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OUR MISSION

Our mission is to protect every computer,
user and object under the sun.
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Sig Murphy

= Senior Director of Consulting Services for BlackBerry Cylance
= Formerly at Fidelis and the DoD Cybercrime Center (DC3; IA and ClI)

= Husband, Father, Maker and Gamer (time allowing)
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Agenda

- Current Events

- The Evolution of Sodinokibi
- Demo

- Evolving to Prevention

- Q&A
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CURRENT EVENTS
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VIDEOS 5G WINDOWS10 CLOUD Al INNOVATION SECURITY MORE

Over 20 Texas local governments hit in
‘coordinated ransomware attack’

=]
v

SR o o,

e g M
v e 4

Lgm ead by
MORE FROM CATALIN CIMPANU = v k‘:— & ‘*
< =

Intel, IBM, Google, Microsoft & others
join new security-focused industry
group

Researcher publishes second Steam

individuals targeted by this attack should not "open mails, links and attachments from t
official BSI email domain is bsi.bund.de as per CERT-Bund
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EVOLUTION OF SODINOKIBI
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WHAT ARE THESE VARIANTS?

Malware: GandCrab

Delivery: RAAS. Malvertizing, Spearphishing, Infected MSPs. Gandcrab terminates all
locked processes, encrypts specific file extensions and presents a ransom note.

Impact: By May 2019, Gandcrab was responsible for over half of all new ransomware
infections. Over “$2B” in ransom paid with “$150M” to the authors.

Malware: Sodnokibi

Delivery: RAAS. CVE-2019-2725, Malvertizing, RDP Drive-bys, Spearphishing, Infected
MSPs. Sodnokibi terminates all locked processes, encrypts specific file extensions and
presents a ransom note.

Impact: Fastest growing ransomware threat since Spring of 2019. Grants attackers Admin

access via CVE-2018-8453. »s,
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TAKING A STEP BACK
WE LIVE IN AWORLD OF EXTRAORDINARY CRIMES

CyBtec—btrititiA I'_‘ R tmeisoowesti — SOTPFTYL  yeabefss
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The NSA-Grade Stuxnet of Poisoned Source-code, NSA-
REN S Grade Worm meant to destroy
$Billions $1B for Maersk, Merck, FedEx
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FIVE FACTS FOR 2019 TO PUT THINGS IN PERSPECTIVE

O Cyber Crime Costs — Will DOUBLE from $3T 2015 to $6T in 2021
Ransomware Costs — Up 15x since 2015, will be $11.5B by the end of the year, and increase 4x
by 2020

Human Attack Surface — Will go from 3.8B people to 6B people by 2022

Unfilled Cyber Jobs — Will TRIPLE from 1.3m now (already zero U.R.) to 3.5m by 2021
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Cyber Security Spending — Will go to $100B in 2017 to $1T by 2021
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DEMO
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EVOLVING TO PREVENTION
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COME JOIN F/v/



The Cyber Kill-Chain continues to
evolve In unexpectedways, butthe
payloads and malware tied to
campaigns and activity,
do so much mare predictably.
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NETFLIX PREDICTIVE Al

NETFLIX
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IF TIME WAS A SPEAR...

KNOWN THREATS UNKNOWN
THREATS

Legacy Antivirus Detonation
‘ Chambers,

NG Firewalls / Air Gaps

Call-back
Web Proxies Detection,
IDS/IPS Anomalytics,
All Signature/Heuristic-Based Tech Cyber Threat

Intelligence
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ALL THREATS
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TEMPORAL ADVANTAGE

To put it simply: threat actors have
had a time advantage over us. We

have been playing catch-up for
decades.



GlassRat
zCryptor
Remsec
GoldenEye
Shamoon 2
Satan
Pety-Like

WannaCry

PREDICTIVE AI’'S TIME ADVANTAGE
INITIAL RESEARCH
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WHAT WE LEARNED FROM WANNACRY
CYLANCE PREDICTIVE ADVANTAGE
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NOVEMBER 2015
Cylance releases
PROTECT model
(version) 1350.
Customers protected.

Microsoft Windows
is Vulnerable to EB.

-

N
"

3/12/2017
Microsoft patches
Windows for known
vulnerabilities.
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Predictive Al Providing Prevention

4/14/2017

hackers publish
trove of NSA attack
method documents

— PROTECTED
VULNERABLE

P =

5/12/2017 5/12/2017 5/15/2017
Traditional AV Traditional AV
the internet. Impacted:  vendors issue vendors issue
- Healthcare signatures, patches, emergency DAT
Government and help articles. files for WannaCry
Logistics variants
Transportation
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#### LOCAL MODEL TEMPORAL PREDICTIVE ADVANTAGE ####
odel: Cyborg Sodinokibi hash

vs before today)

fore toda Y
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CYLANCE

QUESTIONS
AND

ANSWERS



